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DIACAP Package Instructions
Ensure traceability throughout the documents.
Implementation Plan:
* The Control Number column should not be edited.
1. Not Applicable – Read the 8500.2 IA Control descriptions carefully to determine the applicability of the IA Control.  Enter “Yes” if the IA Control is determined to be “NA”.  

2. Inherited – Enter “Yes” if the IA Control is being inherited from another system or site.  
3. Implemented - If in Activity One (DIP Concurrence), enter "yes" or "no" to indicate the implementation status of an IA control that is not depicted as "NA" or "Inherited".  If answered "no", address columns "Planned, Responsible Entity, Resources and Estimated Completion Date" with appropriate information.  If in Activity Two, all applicable IA Controls for the program should have been implemented even if they are non-compliant.  The non-compliant status is recorded on the Scorecard and the POA&M; therefore, enter "yes" here for those IA controls the program is responsible for implementing.  There shouldn’t be any “Planned” IA Controls for an operational system/site.
4. Planned - The "Planned" column applies to Activity One - DIP Concurrence.  Enter "yes" for those IA Controls that are planned to be implemented.  Address columns "Responsible Entity, Resources and Estimated Completion Date" with appropriate information.  There shouldn’t be any "Planned" IA Controls on an operational system/site.
5. Responsible Entity - Enter the entity that is responsible for implementing the IA Control.
6. Resources - Enter the resources required to implement the IA Control.
7. Estimated Completion Date - Enter the estimated completion date for implementing the IA Control.  
8. Comments – For Inherited IA Controls, enter the specific source (i.e. site, hosting system, etc) along with its accreditation reference information (IATS #, Accreditation letter tracking #, Reciprocity ref #).  If NA, enter the NA justification.  
Test Plan:

This is not the same as an “IATT Test Plan” nor does it replace it.

The Test Plan in the DIACAP Package should be used to list all applicable tests performed.  The list should clearly indicate what components were tested and where the raw results can be found (specific file name that’s uploaded as an artifact).  Ensure traceability with components identified in the C&A Plan.  

Validation Report:

* Only columns H through N should be edited.  This Validation Report combines the Validation Plan & Procedures and the Validation Report to avoid redundancy.  This means all validation results should be recorded to include STIG, Checklist and SRR results.  Not just the Validation Procedures results.  You can add additional rows under the appropriate IA Control if necessary.
1. Inherited From - Enter the specific source (i.e. site, hosting system, etc) along with accreditation reference information (IATS #, Accreditation letter tracking #, Reciprocity ref #).   Yes, this is the same information the PM entered in the Implementation Plan.  The Validator verifies this information and records the correct/verified information here. 

2. Not Applicable - Enter "Yes" and provide the NA justification if the IA Control is determined as “NA”.  Once again, the Validator verifies the information entered by the PM in the Implementation Plan and records the correct/verified information here.  Negative response is not required.
3. Actual Results - Start with the status - "Compliant", "Non-Compliant", "NA" or "Inherited".  Provide the results from the validation including the Raw Severity Category (CAT I, II, III).  Validation includes scans, STIGs, SRRs, Checklists as well as the Validation Procedures.  Provide Specific validation tool and test ID that can later be used on the POA&M.  Add additional rows for each weakness or clearly indicate multiple weaknesses for the IA Control within the same row.
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4. Applied Mitigation - Enter applied mitigation for each weaknesses if any.  The mitigation should justify the Residual Risk entered in the "CAT" column.  This information will be used on the POA&M by the PM.
5. CAT - This is the "Residual" risk represented as CAT I, II, III.  If no mitigation was applied, this should be the "Raw" risk (original DISA Severity Category).  
6. POA&M Recommendation - The Validator provides a recommendation on the finding if applicable.  This field can be used to enter suggested mitigation actions for the PM if no immediate mitigation is applied or available.  The PM can use the recommendation on the POA&M as a milestone or planned mitigation comment.
7. Risk Analysis - Validator provides the risk analysis for each weakness.  At the most, indicate the Raw Risk, Likelihood of Exploit, Magnitude of Impact, Mitigation Effect that justifies the Residual Risk.  In the following example, the “Residual Risk” didn’t change from the “Raw Risk” because the mitigation is “planned”.
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POA&M:

* Report all findings.  Once findings are reported on the POA&M, they should not be deleted even if they are closed.  Most of the information required can be/should be derived from the Validation Report.
Header:  

- Provide all required information including the "Security Costs".

- Update "Date Last Updated" field every time the POA&M is updated.

- Ensure "System/Project Name" matches other documents and artifacts.
1. Weakness – list the specific weakness along with the affected component/server/system.  Also, list administrative weaknesses (e.g. Register system in DADMS).  All weaknesses must be tied to an appropriate IA Control and assigned a “Residual Risk” (CAT I, II, III).   
2. CAT - This is the Residual Risk.  It's expressed as CAT I, II or III (CAT IV not required).  If the weakness is not mitigated, the Raw Risk (original risk) should be entered.
3. IA Control - All weaknesses must be tied to an appropriate IA Control.  Most weaknesses are assigned to an IA Control by the tools/STIGs/Checklists used.  If not, review the 8500.2  IA Control descriptions and assign most appropriate IA Control to the weakness.
4. POC - Enter office or organization responsible for resolving the security weakness.
5. Resources Required - Enter funding, manpower or material required for resolving the security weakness.  Total of all resources required should justify the “Security Costs”.
6. Scheduled Completion Date - Enter the date when the weakness will be resolved.  These dates should not be changed once entered.  If there are schedule changes, enter new dates in the "Milestones with Completion Dates" column.  If complete, change the status to "Complete" and enter the completion date.  Enter "NA" if requesting the ODAA to accept the risk.
7. Milestones with Completion Dates - List specific steps required to correct the weakness.  Entries should not be changed.  Changes to any milestones should be noted in the "Milestone Changes" column.  Enter "NA" if requesting the ODAA to accept the risk.
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8. Milestones Changes - Enter updates to Milestone Completion Dates.  Enter "NA" if requesting the ODAA to accept the risk.
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9. Source Identifying Weakness - Identify the source of the weakness (i.e. STIG, Security Checklists, Retina, Gold Disk, etc).  Include specific weakness reference number, vulnerability ID, audit ID, etc (i.e. V0001234, Audit ID 1345).  
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10. Status - Valid status = "Ongoing, Completed, Request ODAA to accept risk or Risk Accepted".   Not Valid = "Pending, TBD, ?, etc".  Only enter "Risk Accepted" status if and after the risk is accepted by the ODAA.  Enter the date of acceptance.  In the “Comments” column, enter the reference information where the acceptance is documented.  "Completed" status requires a completion date.  Once completed, the weakness does not have a residual risk.  Explanation of why a risk is closed is required in the “Comments” column.
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11. Comments – Provide information necessary to explain or justify the weakness and its status as documented on the PO&AM.  Also include the Raw risk.   Enter the mitigation justifying the residual risk entered in the "CAT" column.  POA&M entry does not replace the risk assessment in the Validation Report.  Do not refer to a separate risk assessment document, which is not part of the Executive package.  When closing a weakness, provide brief explanation of what was done to close the weakness.

NA IA Controls - List all the NA IA Controls.  These should be segregated from the rest of weaknesses.  Enter affected IA Controls in the "IA Control" column, enter “NA” in the “Status” column and provide corresponding justification in the "Comments" column.  Enter "NA" for the rest of columns.  These NA IA Controls should match what's documented on the Scorecard and the Implementation Plan.
Inherited Findings – If applicable, inherited findings should be reported on the Inherited POA&M (Inherited Findings Tab)
False Positives – If applicable, false positives should be reported on the False Positive Report (False Positives Tab).
Scorecard:

* IA Control Subject Area, IA Control Number, IA Control Name columns and Impact Code columns should not be edited.  Ensure traceability between the Scorecard and the POA&M.  Scorecard reflects the overall security posture of the application/system/network (etc.) being accredited.
Header:  All fields are required except for "Accred. Status", "Accreditation Date", "ATD", "Certified" and "Cert Date" fields.

1.  Inherited - Enter "Yes" or "No". 

2.  Compliance (C/NC/NA) - Enter "C" - Compliant, "NC" - Non-Compliant or "NA" - Not Applicable.  

3.  Last Update - Enter the last update date.
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