Standard Operating Procedures for CIO Concurrence of Supportability and Sustainability Annual Requirements
1.  Program Manager (PM) shall provide the CIO with the Acceptance of Supportability and Sustainability requirements document in support of the system’s Information Assurance (IA) strategy.
2. Determine if the IA requirements can be supported by the Echelon Components. These should be based upon the Information Assurance Controls (IAC) being satisfied by the PM versus the IACs required to be supported by the installation site. 
3. Determine if the IA requirements can be sustained by the Echelon Components. These should be based upon the IACs being satisfied by the PM versus the IACs required to be supported by the Echelon Components.
4. Ensure the process for the FISMA requirements, IT life cycle plan, and IAC requirements are reviewed. This includes, but is not limited to, the following:

a. IT life cycle plan (hardware/software cycle upgrade management).
b. Monthly scanning process.
c. Security patching requirements.

d. Security controls testing.

e. Annual reviews.

f. Contingency plan testing.
5. Determine if there are any issues from the Echelon II level with the proposed FISMA and IAC requirements. 
a. If there are issues a principles discussion must be initiated and a POA&M must be generated before proceeding to step 6 below.
b. If there are no issues noted, proceed to step 7 below.

6. PM signs the acceptance statement.  If there are issues which cannot be resolved, a principles discussion must be initiated.
7. Echelon II reviews, signs, and adds the signed S&S statement, as an artifact, into IATS.

CIO Acceptance of Supportability and Sustainability Requirements

1.  As the Program Manager for ____________________________ I have identified all of the supportability and sustainability requirements for my system for FY_____.  

2.  In support of Information Assurance program:

□
I am responsible for coordinating and funding IA certification and accreditation activities with the exception of inherited IA controls assumed by the hosting facility.
3.  Responsible for funding security patch management, life cycle software and hardware upgrade requirements in support of IA as identified by the IT host:
□
Program Manager

□
Hosting site
□
Other (Specify): 
4.  Any supportability and sustainability requirements that have not been defined are the responsibility of:

□
Program Manager

□
Installation site
5.  The system/site is capable to meet the requirements of Strategic Command Directive (SD) 527-1, INFOCON levels 1-5.
6.  CIO and PM signatures indicate they jointly concur with the sustainability and supportability requirements identified. 

___________________________

________________________

Program Manager        date

ECH II CIO
     date
