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1.0    SYSTEM information
1.1    Mission Description

This Certification and Accreditation (C&A) Plan serves to achieve C&A for the <System Name>, hereafter referred to as <Acronym>, in accordance with the DODI 8510.01, Department of Defense (DOD) Information Assurance Certification and Accreditation Process (DIACAP).
The primary mission statement of the system….  
1.2    System Concept of Operations (CONOPS) Summary
For Type Accreditations, include fielding sites or fielding plan.

2.0    Environment
2.1    Operating and Computing Environment

	Formal Command/Site Name
	

	Address (City, State, Zip, Country if not U.S.)
	

	System/Application/Enclave/Network 
(or component)
	Building
	Room Number
	OSS Accreditation Date
	Physical Certification Letter

Date

	
	
	
	
	

	
	
	
	
	


If system or application, explain who is responsible for accrediting the room(s) and/or the building(s) as related to the physical IA controls.  State whether the physical attributes are inherited or not.  Explain how these attributes were decided and agreed upon (MOU/MOA).  Provide accreditation reference (IATS or Accreditation Tracking #) for host system/environment the attributes are being inherited from.

2.2    Physical Security Measures / Facilities
Explain the physical security measures that are required or are in place at the facilities where the system will be installed.  Include a description of the physical protections required for the facility housing the system.  Identify the procedures needed to counter potential threats that may come from inside or outside the organization.  Provide information about physical security and the routine security practices which ensure that unauthorized access to protected resources is prohibited.  

Include building and room numbers.  If classified, provide PDS and space cert information as applicable.
2.3    Threat Analysis

A threat is anything or anyone having the potential to negatively affect the security posture of the system.  Threats can be categorized as either man-made or natural.  Man-made threats are divided into "insiders" and "outsiders." Insiders are persons authorized to access some part or all of the system resources, and who are trusted not to use this access privilege to harm the system.  Outsiders are persons not authorized to access the system resources, but who may gain access by illegitimate means.  Natural threats include storms, lightning, wind, floods, and fire.

	Internal Threats
	External Threats

	Malicious insiders (SAs, database administrators, and maintenance personnel)
	Hostile eavesdropping/wiretapping

	Insiders manipulated by others
	Hacker penetrations

	Security flaws in COTS products
	Malicious code and virus attacks

	Theft of information, keys, or authentication information
	Theft of information, keys, or authentication information

	Leaks of sensitive information
	Modification of data during transmission

	Inadvertent release of information to allies/others
	Denial of service attacks or jamming

	User/Manager configuration errors (incompetence)
	Spoofing and rerouting attacks

	Improper security practices
	Terrorists attempting to disrupt normal operations

	One compromised site compromising other sites
	Structural threats to include the malfunction or failure of hardware components, software components, or a physical support system.

	Loss of integrity (unauthorized modification of data while being stored)
	Destructive weather of various regions including hurricanes, typhoons, or tornadoes

	Physical sabotage or vandalism
	Outsider attacks that appear to be insider attacks

	Power loss, brown outs/blackouts
	Natural disasters including fire, floods, earthquakes or lightning

	Incorrect disposal of sensitive/classified media
	Replay attacks

	Disgruntled employee
	Social engineering

	Terrorists attempting to disrupt normal operations
	Explosive ordnance or nuclear devices

	Physical accident (liquid spill, etc.)
	


2.3.1    Threat Categories

Enter information pertaining to the system.  Same for the below items.
2.3.1.1    Unauthorized Access

2.3.1.2    Data Compromise

2.3.1.3    Data Corruption

2.3.1.4    Denial of Service

2.3.1.5    Software Corruption

2.3.1.6    Hardware Corruption

2.3.2    Interconnection Threats

2.3.3    Threat Sources

2.3.3.1    Natural Threats

2.3.3.2    Insider Threats

2.3.3.3    Outsider Threats

3.0    System Architectural Description
Describe system architecture to include DMZ configuration, virtual environment, access control (PKI enabled or not), CDS requirement and etc as applicable.
3.1    System Architecture Diagram
Ensure NTD 08-08 compliance for circuit architecture/topology diagrams. 

Include PDS information if applicable.  Clearly show building numbers and how buildings are connected.

 If CDS, include CDS ticket number(s) and dataflow (direction of data) for all security domains using the following color coding:  TS = Orange, Secret – Red, Confidential = Blue and Unclassified = Green.
Figure 3‑1   <Acronym> System Architecture Diagram
3.2    Accreditation Boundary Diagram
Provide a diagram of the system that shows the accreditation boundary, depicted as a dashed line around those components that are being accredited.  This image should show other systems or components to which the system is connected for clarity.  For circuits, clearly indicate IA-Enabled components such as Firewalls, IDS, Routers and etc and include the component’s make, model and firmware version number.  Describe what is or is not being accredited.
Figure 3‑3  <Acronym> Accreditation Boundary Diagram
3.3    External Interfaces and Data Flow Diagram
Provide a diagram with an explanation of each external interface, including the classification of the data, the protocol used, the direction (in-bound, outbound, or both), the requirement for cross-domain solutions, and accreditation reference number (IATS # or accreditation tracking number) for external systems and hosting network/environment when applicable.  An external interface is any data path between a point with the accreditation boundary and a point outside the accreditation boundary.  Cross-domain solutions require additional documentation.  Note the direction of data flows within the boundary.  Classification of the data must be depicted.  
Figure 3‑5  <Acronym> Data Flow Diagram

4.0    Contingency plan and incident response Plan

The Contingency Plan is required to be tested annually unless it is a MAC I, in which case, it is tested semi-annually.

This C&A Plan package includes a separate Contingency Plan artifact document. The Contingency Plan has been developed and (testing conducted/testing planned for <date>).   <Include brief description of test methodology (i.e. table top, etc), location and results.>
The Contingency Plan was developed in compliance with NIST 800-34 Rev. 1 and DoD 8500.2 IA Controls. The Contingency Plan describes the interim measures used to recover and restore <Acronym> operations and provides guidance on system requirements for recovery to the site IAM.

The Contingency Plan is required to be tested annually (every twelve months), with the last test date of ________.

5.0    user description and clearances

Description…

Table 5‑1
User Description and Clearances

	User Type
	Description: Qualifications
	Estimated Number of Users
	Foreign National

(Y/N)
	Country

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


6.0    security roles
Description…

Table 6‑1
Security Roles
	User Type / Title
	Description of Security Role
	Required Clearance Level

	Information Assurance Manager (IAM)
	The IAM is the individual designated in writing by the commanding officer with the authority to execute the command IA program and ensure compliance with the service IA program requirements. The IAM is responsible to the local IA authority for ensuring the security of each IT system, and ensuring that it is approved, operated, and maintained throughout its life cycle per the DAA approved C&A documentation. The IAM is responsible for assisting in creating and maintaining accreditation packages.
	

	Assistant Information Assurance Manager (AIAM)
	Assist the IAM.
	

	System Administrator
	System administrator is responsible for ensuring the servers are properly installed, configured and maintained, as well as operational. The responsibilities of this role include system user account administration, and; installation of system updates, patches, software and hardware, and; performance of system backups, and; performance of audit reviews.
	

	Guest User
	Guest users are not permitted.
	


7.0    hardware list
Description…

Regular servers are not IA-Enabled.  Specify if not part of the accreditation boundary.
Table 7‑1
Hardware List
	Device Name 
	Manufacturer
	Model Number
	Firmware
	IA Enabled

(Yes/No)
	CC Eval Status (EAL)
	Purpose

	
	
	
	
	
	
	


8.0    software list
Description…  Include all GOTs (system specific) applications.
Table 8‑1
Software List

	Application
	Version
	Purpose
	IA Enabled

(Yes/No)
	CC Eval Status
	FAM Status
	DADMS #

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


9.0    ports, protocols and services (PPS)
Description…  Segregate internal ports from external ports.  Separate tables are acceptable.  Ensure traceability between the Dataflow diagram and the PPS listed in the table.  Include the HBSS port(s) if applicable.
Table 9‑1
Ports, Protocols and Services List

	Port
	Protocol
	Description/ Service
	Classification
	Boundary Crossed
	Direction – Inbound/ Outbound/ Both
	DoDI 8551.1 and NTD 08-10 Compliant?

	
	
	
	
	
	
	


10.0    Configuration management plan

Description… CCB and etc.
10.1    IAVM Process
Description…  Describe the patch management process – who is responsible for testing and implementing and what type of reporting mechanism is in place to alert the Program Management Office that the patch implementation was successful or not.

11.0    C&A Tasks and Milestones
Table 10‑1
C&A Tasks and Milestones

	C&A Activity
	Responsible Entity
	Completion

Status
	Estimated Start Date
	Estimated End Date

	1.0 Concept Development / Pre-Systems Acquisition

	 
	Develop System C&A Plan
	
	
	
	

	 
	Document Mission Description
	
	
	
	

	 
	Write CONOPS Summary
	
	
	
	

	 
	Document User Description and Clearances
	
	
	
	

	 
	Document Operating and Computing Environment
	
	
	
	

	 
	Document Physical Security Measures/Facilities
	
	
	
	

	 
	Document Threat Analysis Results
	
	
	
	

	 
	Document Security Roles
	
	
	
	

	 
	Document System-specific Acronyms
	
	
	
	

	 
	Document System-specific Definitions
	
	
	
	

	 
	Define Accreditation Boundary
	
	
	
	

	 
	Develop Hardware List
	
	
	
	

	 
	Develop Software List
	
	
	
	

	 
	Document Ports, Protocols, and Services
	
	
	
	

	 
	Fill Out Preliminary SIP
	
	
	
	

	 
	Develop DIP/IAC Implementation Plan
	
	
	
	

	 
	Develop DIP Validation Plan & Procedures
	
	
	
	

	2.0 Systems Acquisition/Development

	 
	Validation and Testing
	
	
	
	

	 
	Develop Validation Plan & Procedures
	
	
	
	

	 
	Perform Validation
	
	
	
	

	 
	Document Results
	
	
	
	

	 
	Document DIP Test Results
	
	
	
	

	 
	Document DIP IAC Implementation
	
	
	
	

	 
	Update DIP
	
	
	
	

	 
	Develop Scorecard
	
	
	
	

	 
	Document Risk Assessment
	
	
	
	

	 
	Finish Compiling the C&A Package
	
	
	
	

	 
	Develop POA&M for Non-Compliant IACs (if needed)
	
	
	
	

	 
	Update SIP
	
	
	
	

	 
	Gather Previous Certification Statements
	
	
	
	

	 
	Gather Package Documentation
	
	
	
	

	 
	Complete the DIACAP Package Signature Page
	
	
	
	

	 
	Certification & Accreditation
	
	
	 
	 

	 
	Respond to Requests for additional information
	
	
	 
	 

	 
	Resubmit Package Components (if needed)
	
	
	 
	 

	 
	Receive Accreditation Decision
	
	
	 
	 

	3.0 Sustainment

	
	Transition to Operations & Maintenance
	
	
	
	

	
	Install the System in its Intended Environment
	
	
	
	

	
	Perform Validation
	
	
	
	

	
	Document Results
	
	
	
	

	
	Operate & Maintain System
	
	
	
	

	
	Monitor System Compliance
	
	
	
	

	
	Update Security Documentation
	
	
	
	

	
	Upgrade System
	
	
	
	

	
	Determine whether Re-Certification is Required
	
	
	
	

	
	Retire and Dispose of System
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