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REFERENCE

	1.
	Defense Security Service - Employees Guide to Security Responsibilities
	http://www.dss.mil/search-dir/training/csg/security/Home.htm

	2.
	Information Assurance Support Environment
	http://iase.disa.mil/

	3.
	National Industrial Security Program Operating Manual (NISPOM)
	http://www.dss.mil/isec/nispom_0195.htm

	4.
	NIST Pub 800-64, Security Considerations in the Information system Development Life Cycle
	http://csrc.nist.gov/publications/nistpubs/

	5.
	FAR Subpart 4.4 Safeguarding Classified Information With Industry
	http://www.arnet.gov/far/loadmainre.html

	6.
	NAVAIR Orlando Security Office (Code 7.4)
	This office is staffed with experts to address all acquisition security and technology protection issues.  For assistance, clarification, guidance and additional information, contact Technology Protection, Code 7.4.3 (x4333), or Security Manger, Code 7.4 (x8243).


PURPOSE

To ensure that all security considerations are addressed throughout the training system acquisition life cycle.  This information will provide guidance to program managers and their Integrated Product Teams (IPTs) in addressing specific issues arising from working acquisition programs with domestic security protection requirements and/or foreign national considerations.

BACKGROUND

Domestic security protection requirements include physical security, personnel security, information assurance (Clinger-Cohen Act) and industrial security (DD-254).  Foreign National considerations refer to non-US citizen, non-US owned, or non-US chartered persons or organizations related to any form of business including, but not limited to, industry, contractor, government, military, and/or academia.  It is important to recognize that US-entities may be working for foreign entities, and foreign entities may be working for US-entities.

Data disclosure and security are issues that impact acquisitions from both domestic and foreign providers.  It is critical to keep in mind that security procedures must be addressed with similar vigilance in either case.  Most of the security procedures are the same for both scenarios, with the exception of additional data disclosure, facility access, and visitor request procedures that impact foreign nationals.  In both cases, ALL procedures must be addressed prior to contract award.

All foreign contractor requests to compete for, or to participate in, DoN contracts for defense items or related services must be carefully reviewed by cognizant DoN commands/activities to determine at the earliest stage of the acquisition cycle any requirement for the disclosure of U.S. critical technology (i.e., participation in bidder conferences, release of technical data packages, etc.).

It is important to determine at the earliest date whether disclosure policies, procedures and/or restrictions permit a foreign firm to effectively participate as a prime contractor.  To prevent delays in the acquisition cycle, contracting activities are required to initiate a foreign disclosure review before issuing a solicitation, even when there has been no expression of interest, if there is a potential for foreign contractor and/or foreign owned, controlled, or influenced (FOCI) participation.

ACQUISITION PLANNING

1.  Requirements Analysis.

During this phase it is important to identify the highest level of classification to be disclosed and the methods of disclosure that will occur. Classified military information (CMI) may be oral, visual, or material in form.  The classification levels are Confidential, Secret, and Top Secret.  Note that there are different access levels within the classification management process.  These include Sensitive Compartmented Information (SCI) and Special Access Programs (SAP).  See EXECUTIVE ORDER 12958 Classified National Security Information for detailed information on security classifications (http://www.dss.mil/seclib/eo12958.htm)

Coordinate with the sponsor and the facility and base where the training device will be installed to ensure that all security procedures and restrictions are considered well in advance of any building construction and the device installation. This impacts facility access; base access, trainer building access, In-Service Support efforts (like COMS), computer and documentation rooms, LAN/WAN access, office equipment access (Fax/Phone), documentation, and other applicable media.

2.  Integrated Product Team.

· Include security personnel that can provide expertise in:

1. Installation Security (classified storage)

2. Physical Security: That part of security concerned with physical measures designed to safeguard personnel; to prevent unauthorized access to equipment, installations, material, and documents; and to safeguard them against espionage, sabotage, damage, and theft.

3. Communications Security (COMSEC): Concerned with the secure communications and cryptographical aspects.
4. Computer Security (CompuSec): Concerned with regulating and recording access to computer resources and the data residing in the computer.
5. Personnel Security: To ensure that all personnel (including U.S. citizens and foreign nationals) who have access to any classified information have the required authorizations as well as the appropriate clearances.

6. Physical Security (Alarm response, building security surveys, etc.)

7. Information Assurance (IT security)

8. Communication Security (required classified communications)

· Include a Site Planning & Activation person from Logistics that can provide expertise in:

1. Emanations Security (EMSEC, Tempest): Concerned with stray electronic impulses and the ability to use them to derive useful information.

3.  Procurement Planning Conference (PPC).

Contracts $1M or greater require the PM to conduct a PPC brief. Project security planning shall be addressed at this conference. For detailed information on the PPC see the NAVAIR TSD Acquisition Guide.

4.  Bidders Conference.

Attendance by foreign sources in bidders conferences is encouraged.  However, the information disclosed at these bidders conferences must be limited to that information that is releasable to the foreign attendee and they must be informed of their authorized level of participation (i.e., prime or subcontractor).  See Appendix A for additional details.

5.  Foreign Contractor Participation.

When a foreign contractor wishes to participate in the acquisition, timely initiation of the disclosure review is very critical because this review process normally takes 4-6 weeks.  The disclosure review process is initiated by the submission of the Appendix B questionnaire to the Security Office for review and forwarding to NAVAIR for final resolution.  The project manager, with input and support from the technical IPT members, completes the questionnaire.

The FAR Part 25 Foreign Acquisition provides additional information to consider when there may be participation from foreign contractors. (http://www.arnet.gov/far/)

6.  Acquisition Package.

The various components of the acquisition package should cover the following issues:

6.1 Contract Schedule.  Some elements in an RFP are security-related but are not contained in the SOW or the evaluation criteria. These elements usually address rights, responsibilities, and remedies assigned to the parties of the contract. Often, such obligations survive the actual period of performance (POP) of the contract. Therefore, such elements are best addressed through specific contract clauses or requirements. The requirement for nondisclosure of automated information obtained during the course of the contract is one example.

Check with your Contract Specialist to find security related clauses from the FAR, DFAR, NMCARS, and NAVAIR that may apply.

6.2 Specification.  The specification should state what the system is to do, not how. Security requirements in the specification can include the followings issues for consideration:

· Physical Security
· Communications Security (COMSEC)
· Computer Security (CompuSec). Can include the use of trusted operating systems
· Emanations Security (EMSEC, TEMPEST). See DFARS Subpart 239.7102 Security Against Compromising Emanations (http://www.acq.osd.mil/dp/dars/dfars/html/r20040113/239_71.htm).
· Personnel Security
· For acquisition when the contractors (prime or subcontractors) are Foreign owned or when the acquisition is Foreign Military Sales (FMS): there can be impacts related to the International Traffic Arms Regulations (ITAR)/Export Administration Regulation (EAR) (see Appendix G)

Some generic security related specification inputs are available from Engineering Code 4915.

6.3 SOW. The SOW details what the contractor must do in the performance of the contract. Any deliverable that is not part of the system is specified in the SOW. Documentation developed under the contract, for example, is specified in the SOW. This includes efforts related to the preparation and delivery of Data Items in accordance with the CDRL.

Some generic security related SOW inputs are available from Engineering Code 4915.

6.4 SOO. Broad based security objectives can be identified here. These objectives can cover any of the types of securities identified in the specification paragraph above.

6.5 DD-254. Required for all acquisition that contain classified information.  Important Note:  DD-254 approvals that support tasks to be accomplished in a Sensitive Compartmented Information Facility (SCIF) must be approved at the NAVAIR Headquarters level, and can take more than 30 days to process. (See Appendix C and the TSD Acquisition Guide)

6.6 CDRL. There are several Data Item Descriptions (DIDs) available that cover security specifically, and several DIDs that can include the subject of security. Which ones apply to your program will depend on the scope of the security requirements required. Below is a list of some data items that may apply. Check the ASSIST database (http://assist.daps.dla.mil/quicksearch/) to verify current revision levels and research if there are new DIDs that may apply.

	TITLE
	DID #
	DESCRIPTION

	System Security Management Plan (SSMP)
	DI-MISC-80839
	Describes the methods used to (a) identify security requirements, (2) synthesize and evaluate proposed solutions, and (3) provide security inputs to the system acquisition process

	Preliminary System Security Concept (PSSC)
	DI-MISC-80840
	A document that cites security concepts and requirements relative to a particular system. It is prepared by the contractor to provide the government with preliminary description of security requirements and resources.

	Security Vulnerability Analysis
	DI-MISC-80841
	Provides the result of the contractor’s efforts to quantitatively define system security functional requirements and residual clandestine vulnerabilities. Classified no lower than Secret NOFORN or Secret Restricted Data, as applicable

	Informal Security Policy Model
	DI-MISC-81341
	Provides an abstract representation of a trusted computing base (TCB) and the security policy enforced by the TCB.

	Formal Security Policy Model
	DI-MISC-81346
	A mathematically precise abstract representation of a security policy and the abstract protection mechanisms that enforce the policy. To be acceptable as a basis for a trusted computing base (TCB), the model must be supported by formal proof. Describes both the model itself and the document in which the model will be delivered.

	Security Features User’s Guide
	DI-MCCR-81349
	Informs users on how to make effective use of security features. Provides the necessary information to understand and effectively use the security protection mechanism(s) that secure processed or stored information.

	Security Test Plan
	DI-NDTI-81351
	Outlines the test plans and security objectives for a set of specific security tests to be performed. It provides the test concept, reasons, objectives and requirements to be satisfied, support needed, responsible activities associated with testing, and analysis techniques to be used. It shall provide the strategy to test the security mechanisms of the trusted computing base.

	Security Requirements List
	DI-MISC-81364
	This report data will provide a recap of contractor employees requiring access to work areas on military installations.

	Scientific and Technical Reports
	DI-MISC-80711A
	Requires data that contains provisions to address a Vendor Integrity Statement and a System Security Plan.  See Appendix D and E for CDRL templates suitable for modification for specific contracts. Note the SSP can also be delivered with the contractor’s proposal. See the SSP proposal evaluation criteria example. 

	Test Procedure
	DI-NDTI-80603
	Identifies the step-by-step testing operations to be performed on items under going developmental, qualification, or acceptance testing. It identifies items to be tested, the test equipment and support required, test conditions to be imposed, the parameters to be measured, and the pass/fail criteria against which the test results will be measured. The document is a compilation of individual test procedures for related elements of a system, subsystem, or equipment.

	Test/Inspection Report
	DI-NDTI-80809B
	Used to document test/inspection results, findings, and analyses that will enable the government to evaluate compliance with system requirements, performance objectives, specifications, and test/inspection plans


6.7 Clinger-Cohen Act (CCA) Compliance Form. This form must be completed for all acquisitions that contain Information Technology. (See Appendix F)

7.  Proposal Evaluation Criteria (Contract Section L Requirements).

All training system acquisitions should request some amount of information on the offeror’s security strategy. The amount you request should be tailored to the size and complexity of the program. In this strategy, the offeror should state how the product or service would meet the government’s security needs. Your approach may be to require the offeror to submit a security plan. Some example requirements:

	Example 1 – Request for Offeror’s Security Program Information

	The offeror shall provide a plan that describes their security program. The plan shall address the security measures and program safeguards, which will be provided to ensure that all information systems and resources acquired and utilized in the performance of the contract by contractor and subcontractor personnel are protected from unauthorized alteration, disclosure, or misuse of information processed, stored or transmitted the plan shall have appropriate technical, administrative, environmental, and access safeguards

	Example 2 – Requesting a System Security Plan (SSP)

	The offeror shall provide a System Security Plan. The SSP shall be tailored to the scope of the proposed training system and shall be developed using guidance provided by NISPOM Chapter Eight (8), section 8-610. The SSP addresses the following subjects:

· System Identification 

· Security Personnel: System owner, CSA, ISSM, and ISSO

· Description of the system or network mission

· System Requirements Specifications

· Sensitivity and classification levels

· Levels of concern for Confidentiality, Integrity, and Availability

· Protection measures (and how they are met)

· Variances from Protection Measure Requirements

· System-specific Risks and Vulnerabilities 

· System Configuration (architecture) 

· Connections to Separately Accredited Networks and Systems

· Security support structure

· Certification and Accreditation Documentation

· Security Testing, test plans, procedures, test results, risk assessment

· Documentation for ongoing testing

· Certification statement that system complies with protection level requirements

· Accreditation documentation

The offeror shall describe how development of the Information System (IS) hardware, firmware, and software will be under life-cycle control and management (i.e. control of the IS from the earliest design stage through decommissioning).



	Example 3 – Offeror Addresses the “Securities” of the Program. Tailor this list as required

	The offeror shall address the following securities aspects of their proposed design:

· Information Security (INFOSEC)
· Physical Security

· Computer Security (CompuSec)
· Personnel Security

· Product Security

· Industrial Security

· Operations Security (OPSEC

· Communications Security (COMSEC)

· Emanations Security (EMSEC, Tempest)

· Administrative Security (Procedural Security)

	Example 4 – Web Site Design Security Approach

	The offeror shall address procedures for avoidance of the following elements that could be detrimental to the secure operation of the web site and associated resource operating system:

a. Trojans, worms, logic bombs, Malicious code, and other computer viruses

b. Backdoors, Ad-ware, Spy-ware, or web bugs that have the ability to track user behavior

c. Web services or code that permits functions and operations that are beyond the actual intent of the web site

d. Software will not run with operating system configured securely

e. Unpatched vulnerabilities

f. Unauthorized release of sensitive/“For Official Use Only” data to the public

g. Unauthorized access to sensitive/“For Official Use Only” data

h. Weak passwords

i. Hot fixes (patches) are not installed


8.  Proposal Evaluation.

The proposal evaluation process determines if an offer meets the minimum requirements described in the RFP and assesses the offeror’s ability to successfully accomplish the prospective contract. Two aspects of security apply to proposal evaluation. These are the security aspects of the proposal evaluation process itself and the security aspects of the training system being developed by the contractor.

· Source Selection Plan (SSP) and Proposal Evaluation Plan (PEP).  These documents identify the security for the proposal evaluation. See the Acquisition Guide for details

Typical SSP requirements are:

4.0 SECURITY
4.1 Safeguarding of Data

4.1.1 Security Plan

4.1.1.1 Indoctrination of Personnel
4.1.1.2 Communication
4.1.1.3 Documentation control
4.1.1.4 Unauthorized Disclosure

Typical PEP requirements are:

3.0 SECURITY
3.1 Evaluation Facilities
3.2 Proposal Security
3.3 Rules of Conduct

· Proposal Evaluation Report.  The PER shall address the necessary resource (cost, schedule) and risk (technical, program, performance) impacts associated with security considerations.  For acquisitions with a foreign prime contractor, the PER should address cost and schedule issues associated with impacts caused by the need to use US subcontractors, address clearances for data transfer (including software), foreign participation in site-installation and support, site access, and risk associated with program management of sub-contractors that cannot disclose details of their efforts to the foreign prime.

9.  Technical Reviews.

In preparation for each technical review, discuss with the contractor impacts related to the approach and execution of the technical review associated with limitations of data disclosure and technical transfer issues as applied to classified issues and ITAR/EAR issues (see Appendix G).

10.  Test and Installation Planning.

Coordinate with on-site authorities (base, facility, training device, and site or facility security officer) to ensure that test teams will have access to facilities, infrastructure, and data necessary to execute installation and testing.  There is a potential that facilities construction issues associated with security and access can impact foreign national access.

11.  In Service Support.
In Service Support such as COMS and CLS shall include consideration for operations restrictions imposed by foreign national participation or involvement (see Appendix A, B, and G for related issues and constraints).
12.  Disposal.

When information systems are transferred, obsolete, or no longer usable, it is important to ensure that government resources and assets are protected.  Proper disposition activities ensure the orderly termination of the system and preserve the vital information about the system so that some or all of the information may be reactivated in the future if necessary. Particular emphasis is given to proper preservation of the data processed by the system, so that the data is effectively migrated to another system or archived in accordance with applicable records management regulations and policies, for potential future access. Generally, a system owner should archive critical information, sanitize the media that stored the information, and then dispose of the hardware/software. 

Hardware and software can be sold, given away, or discarded as provided by applicable law or regulation. The disposition of software should comply with license or other agreements with the developer and with government regulations. There is rarely a need to destroy hardware, except for some storage media that contains sensitive information and that cannot be sanitized without destruction. In situations in which the storage media cannot be sanitized appropriately, removal and physical destruction of the media may be possible so that the remaining hardware may be sold or given away. Some systems may contain sensitive information after the storage media is removed. If there is doubt whether sensitive information remains on a system, the ISSO should be consulted before disposing of the system. See Training system Disposal in the Acquisition Guide for more information.

ON-SITE EXECUTION

1.  Visit Request Process for Foreign Nationals.
Determine if the anticipated acquisition participants will be able to obtain approval via their embassy and Navy International Program Office (Navy IPO) in sufficient time to not impact acquisition execution (See Appendix A, B, G and H for related issues and constraints).

2.  Visit Request Process for Sub-Contractors to Foreign Nationals (US and Non-US Owned Companies).

Determine if the sub-contractors are working for a foreign national (note that US contractors working for a foreign entity require the same clearance process as for the foreign company, which is to be executed via the foreign company’s embassy)?  See Appendix A, B, G and H for related issues and constraints.

INFORMATION DISCLOSURE

1. Determine who is authorized to release material or information, and to whom disclosure is authorized.  Determine the exact information or materiel to be disclosed, and to what specific government requested it. The following points need to be addressed:

a. Description of information, document, or materiel.

b. Characteristics (be sure to provide in layman's terminology, not technical).

c. Capabilities.

d. Vulnerabilities.

e. Operational advantage(s) to the country.

f. Susceptibility to Counter Measures (be sure to include classification).

g. Foreign availability of similar item.

h. Recommendation on release.
2. Authorization for Disclosure and Release. Determine the materiel and/or information that can be disclosed and released.

3. Not Authorized for Disclosure and Release. Determine the materiel or information that cannot be disclosed or released. (In addition to providing specific descriptions of releasable and restricted materiel and information, paragraph 4 and this paragraph will also identify any conditions or limitations to be imposed; e.g., time-phasing of release, allowable forms for software, identification of items releasable only as finished, tested assemblies, etc.)

4. Procedures. Determine review and release procedures, special security procedures, or protective measures to be imposed.

5. Re-delegation. Determine the extent of re-delegation of authority (if any) permitted to subordinate activities.
Appendix A - Foreign National Access To NAVAIR Orlando And The De Florez Building

CG 05-01

Code 111

10 September 2001

From: Commanding Officer

Subj: FOREIGN NATIONAL ACCESS TO NAWCTSD AND THE DE FLOREZ BUILDING

Ref: (a) SECNAV 5510.34 (Subj: Disclosure of DON Military Information to Foreign Governments and International Organizations)

       (b) SECNAV 5510.36 (Subj: DON Information Security Program)

1. Purpose. This COMMANDGRAM establishes policy and outlines required actions and procedures to be followed for visits to NAWCTSD and the de Florez building by foreign nationals.

2. Scope. Policy stated herein applies to all NAWCTSD personnel and controls the activities of foreign nationals while visiting in the de Florez building.

3. Policy & Procedures. There are three categories of official visits to NAWCTSD by foreign nationals. Those categories and associated procedures are as follows:

a. Foreign Nationals Representing Their Government. Examples are corporate or government employees visiting as potential vendors for products or services or visitors who intend to provide a product briefing that would involve detailed, possibly classified or programmatic materials. Reference (a) provides guidance and procedures to be followed for this category of government-to-government visits. When the foreign national visitors represent their government, the visit must be coordinated and approved through the US Navy International Programs Office, (Navy IPO).

(1) These foreign nationals must originate a visit request through their government (from their embassy in Washington, DC or from their Ministry of Defense). That visit request will be prepared at the embassy in the US Foreign Visit System (FVS) and sent electronically to the US Navy IPO in Washington, DC.

(2) This request will be forwarded to NAWCTSD via Navy IPO using the FVS and will provide details of what is allowed for the visit including the type and level of information that may be exchanged or released to the foreign visitors. NOTE: Navy IPO is the sole US authority for approval of government-to-government visits to US Navy facilities, activities, commands, etc.

(3) Because other outside agencies may be involved in this process, (IPO, State Department, Embassies), there is a lead-time of about four weeks or more for this process.

b. Foreign Nationals Who Work for a Foreign Contractor on a US Government Contract. Examples are contractor project team members or hired consultants, either US citizen or foreign national. Reference (b) provides guidance for this category and the next category as well.

(1) The contractor Security Officer must forward a visit request directly to the NAWCTSD Contracting Officer providing names, nationality, contract number(s), visit date(s), NAWCTSD Point of Contact (POC) and pertinent information describing type of data, material or information to be discussed and/or required by the visiting contractor employees.

(2) The NAWCTSD Contracting officer must forward this visit request via email to the Executive Officer with copy to the Security Officer for review and approval. Failure to obtain Executive Officer approval will be cause for denial of the visit and access to any NAWCTSD facilities.  


c. An Unofficial Visit by Foreign Nationals. Examples include a guest tour hosted by an employee, or a tour for a University of Central Florida group, which includes a foreign national exchange student as well as visits by foreign officials as part of a goodwill/familiarization tour to the US. These unofficial visits may receive special recognition depending on individual evaluations of the visit. Visits will only contain information in the public domain, i.e. briefings and tours, with content similar to that at a public event such as an open house or at conferences open to the public, i.e. I/ITSEC.

(1) When foreign nationals wish to visit TSD "unofficially," as guests of NAWCTSD employees, a NAWCTSD POC must sponsor those visitors and that POC must obtain the Executive Officer's approval prior to the visit. The POC will send an e-mail to the Executive Officer with copy to the Security Officer that specifies the visitor names(s), nationality, business being represented (if any), date(s), and identify any government data or projects) that may be discussed.

(2) Discussions for this type of visit shall be limited exclusively to public domain data and, under no circumstances will technical data [classified or otherwise] be discussed. Likewise, discussions of programmatic issues (schedules, funding, etc.) are prohibited.

(3) The coordination and approval effort should be completed as early as possible. Failure to obtain Executive Officer approval will be cause to deny the visitor access to any NAWCTSD facilities.

(4) Regardless of the category of visit by foreign nationals, the NAWCTSD POC is required to provide continuous escort during the visit. Likewise all foreign national visitors must sign in at the Main Lobby and be badged IAW NAWCTSD policy.

(5) Exception. A single exception to procedures within the "unofficial" visit category is made when foreign nationals visit during a NAWCTSD "Open House." Foreign nationals may visit during an "Open House" without prior coordination so long as restricted areas are clearly marked and protected.

4. Responsibility. Responsibility for maintaining this COMANDGRAM is assigned to the Director, International Programs, NAWCTSD Code 111 [1194]. Questions and comments concerning foreign national issues will be directed to Code 11 [1.0] for action or policy determination.

D. R. GAGNON

Copy to: NAWCTSD Bulletin Board

Appendix B – Questionnaire For Foreign Firm(s) Participation in a NAVAIR Orlando Contract

 (Note:  Please spell out abbreviations the first time you enter them on this form)

1.  The below listed foreign firm(s) and/or U.S. firm(s) under foreign ownership, control or influence (FOCI) (provide complete address(es)) are interested in participating in NAVAIR Orlando contract number: (if available).

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

2.  Please complete the following:

     a.  Identify the program (i.e., weapon system, platform, equipment , etc) by full name and proper nomenclature.  What is the contractor going to develop, build, etc? ________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

     b.  Identify the function of the program in simple terms.  If it is a complex weapon system or piece of equipment, break it down into sub-parts, and briefly describe each sensitive part/sub-part’s function.  If the technology is not sensitive, state so.  Indicate if the technology associated with the part/sub-part is commercially available (in the public domain). _______________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

     c.  Give the highest classification of information to be released to the contractor for full performance under the contract (i.e., participation in bidder conferences, release of technical data packages, visits to DON commands or to U.S. contractors prior and subsequent to the awarding of a contract, testing/maintenance, etc).

     UNCLASSIFIED__________ CONFIDENTIAL_______________ SECRET__________

     d.  Identify the type of technology embedded in the weapon system, equipment or platform that is necessary to provide to the contractor for full performance under the contract.  If it is a service contract, to what extent is the contractor involved?  Would release of the information provide a potential adversary with the ability to produce countermeasures against our weapon systems? __________________________________________________________________________________________

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

     e.  Is the disclosure of U.S. production information (manufacturing know-how) involved?

     NO_____ YES _____ If yes, please specify: ________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

     f.  What are the risk factors, if any, concerning the information that would be released to the foreign source? ____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

     g.  Is test information involved? ______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

     h.  Are there any restrictions that will prevent foreign participation? ________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

     I.  Please identify other NAVAIR Orlando offices that should comment.

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

     j.  Is this information strictly under the cognizance of NAVAIR Orlando?

          YES _____ NO _____ if “NO”, please identify outside organizations that share cognizance. __________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

     k.  Should foreign contractor(s) be allowed to participate in this program?  Please explain fully.  A strong justification is required to support approval/denial.

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

______________________    ___________________    ______    ___________    ___________ 

NAME                                    SIGNATURE                    CODE     PHONE             DATE

(Please Print)
Form reference: SECNAVINST 5510.34

	Appendix C – DD Form 254 DoD Contract Security Classification Specification



	DEPARTMENT OF DEFENSE
	1.  CLEARANCE AND SAFEGUARDING

	CONTRACT SECURITY CLASSIFICATION SPECIFICATION


	a.  FACILITY CLEARANCE REQUIRED



	(The requirements of the DoD Industrial Security Manual apply to all security aspects of this effort.)
	b.  LEVEL OF SAFEGUARDING REQUIRED



	2.  THIS SPECIFICATION IS FOR  (X and complete as applicable)
	3.  THIS SPECIFICATION IS: (X and complete as applicable

	 
	a.  PRIME CONTRACT NUMBER

     
	 
	a.  ORIGINAL (Complete date in all cases)
     
	Date (YYYYMMDD)
     

	 
	b.  SUBCONTRACT NUMBER

     
	 
	b.  REVISED (Supersedes all

      previous specs

     
	Revision No.

     
	Date (YYYYMMDD)
     

	 

 FORMTEXT 
     
	c.  SOLICITATION OR OTHER NUMBER

     
	Due Date (YYYYMMDD)

	 
	c.  FINAL (Complete Item 5 in all cases)

     
	Date (YYYYMMDD)
     

	4.  IS THIS A FOLLOW-ON CONTRACT?   FORMCHECKBOX 
 YES      FORMCHECKBOX 
  NO.  If Yes, complete the following:

     Classified material received or generated under          (Preceding Contract Number) is transferred to this follow-on contract.



	5.  IS THIS A FINAL DD FORM 254?             FORMCHECKBOX 
 YES      FORMCHECKBOX 
  NO.  If Yes, complete the following:

Classified material received or generated under      ,  retention of the identified classified material is authorized for the period of      .



	6.  CONTRACTOR     (Include Commercial and Government Entity (CAGE) Code)

	a.     NAME, ADDRESS, AND ZIP CODE


	b. CAGE

   CODE


	c.     COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)



	7.  SUBCONTRACTOR

	a.     NAME, ADDRESS, AND ZIP CODE

     
	b. CAGE

   CODE

     
	c.     COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

     

	8.  ACTUAL PERFORMANCE

	a.     LOCATION

SEE ITEM 13B.     
	b. CAGE

   CODE

     
	c.     COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

     

	9.  GENERAL IDENTIFICATION OF THIS PROCUREMENT



	
	
	
	
	
	
	
	
	
	
	
	
	
	

	10.  THIS CONTRACT WILL REQUIRE ACCESS TO:
	YES
	NO
	11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
	YES
	NO

	a.  COMMUNICATIONS SECURITY (COMSEC) INFORMATION
	 
	
	a.  HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER

     CONTRACTOR’S FACILITY OR A GOVERNMENT ACTIVITY
	 
	

	b.  RESTRICTED DATA
	 
	
	b.  RECEIVE CLASSIFIED DOCUMENTS ONLY
	 
	

	c.  CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
	 
	
	c.  RECEIVE AND GENERATE CLASSIFIED MATERIAL
	
	 

	d.  FORMERLY RESTRICTED DATA
	 
	
	d.  FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
	 
	

	e.  INTELLIGENCE INFORMATION
	 
	 
	e.  PERFORM SERVICES ONLY
	 
	

	     (1)  Sensitive Compartmented Information  (SCI)
	 
	
	f.  HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE  THE U.S.,

    PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
	 
	

	     (2)  Non-SCI
	 
	
	g.  BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFO CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
	 
	

	f.  SPECIAL ACCESS INFORMATION
	 
	
	h.  REQUIRE A COMSEC ACCOUNT
	 
	

	g.  NATO INFORMATION
	 
	
	i.  HAVE TEMPEST REQUIREMENTS
	 
	

	h.  FOREIGN GOVERNMENT INFORMATION
	 
	
	j.  HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
	 
	

	i.  LIMITED DISSEMINATION INFORMATION
	 
	
	k.  BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
	 
	

	j.  FOR OFFICIAL USE ONLY INFORMATION
	
	 
	i.  OTHER (Specify)          
	 
	 

	k.  OTHER (Specify)          
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Previous editions are obsolete.  

	12.  PUBLIC RELEASE.  Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial 

Security Manual or unless it has been approved for public release by appropriate U.S. Government authority.  Proposed  public release shall be submitted for approval prior to release.

          FORMCHECKBOX 
  Direct      FORMCHECKBOX 
  Through  (Specify)

Commanding Officer

Naval Air Warfare Center

Training Systems Division

12350 Research Parkway

Orlando, FL  32826-3275     

	            to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review

        *  In the case of non-DoD User Agencies, request for disclosure shall be submitted to that agency.

	13. SECURITY GUIDANCE.  The security classification guidance needed for this classified effort is identified below.  If any difficulty is encountered in applying this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classification effort. Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete

guidance.)

SAMPLE TEXT

a. All contractor personnel shall comply with provisions of the National Industrial Security Program Operating Manual (NISPOM). Software developed shall be examined according to NISPOM par 8-302 & 8-201. See attachment 1 & 2.

b. The contractor shall comply with all security procedures in effect at all Government sites visited and where contract work takes place. Contractor work will take place at contractor's facility and various Government sites.

c. The contractor shall not release any classified information to a "Non U.S. Citizen" or persons holding Reciprocal Clearances" without written authorization from this activity.

d. In the course of this contract, contractor will require access to documents, which contain critical technology.  The contractor needs to store documents to deny access and to destroy them to prevent reconstruction when they are no longer needed.  Although UNCLASSIFIED, these documents will have limited distribution statements.

e. Attachment (3) provides guidance on proper handling procedures for FOUO material.
     

	

	14. ADDITIONAL SECURITY REQUIREMENTS. Requirements in addition to ISM requirements, are established for this contract. (If Yes, identify the    FORMCHECKBOX 
Yes     FORMCHECKBOX 
 No
       pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the additional requirements. Provide

       a copy of the requirement to the cognizant security office. Use Item 13 if additional space is needed.)

     

	15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. (If Yes, explain and identify specific    FORMCHECKBOX 
Yes    FORMCHECKBOX 
No

       areas or elements carved out and the activity responsible for inspections. Used Item 13 if additional space is needed.)

     

	16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified

      information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

	a.     TYPED NAME OF CERTIFYING OFFICIAL


	b.     TITLE

Contracting Officer's Security Representative     
	c.     TELEPHONE (Include Area Code)

(407) 380-8243     


	d.     ADDRESS (Include Zip Code)

NAVAIRWARCENTRASYSDIV

12350 Research Parkway

Orlando, FL  32826-3275     
	17.  REQUIRED DISTRIBUTION

 FORMCHECKBOX 
  a.    CONTRACTOR

 FORMCHECKBOX 
  b.    SUBCONTRACTOR

 FORMCHECKBOX 
  c.    COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

	e.     SIGNATURE


	 FORMCHECKBOX 
  d     U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

 FORMCHECKBOX 
  e.    ADMINISTRATION CONTRACTING OFFICER
 FORMCHECKBOX 
  f.    OTHER AS NECESSARY
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Appendix D – Example CDRL Vendor Integrity Statement/System Security Plan

	CONTRACT DATA REQUIREMENTS LIST (CDRL)
	
	

	Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington DC 20503.  Please DO NOT RETURN your form to either of these addresses. Send completed form to the government Issuing Contracting Officer for the Contract/PR No. in Block E.
	
	

	 A. CONTRACT LINE ITEM NO.
	 B. EXHIBIT
	 C.  CATEGORY:
	
	

	     
	A
	       TDP ____
	TM _______
	OTHER_ENGINEERING DATA ___
	
	

	 D. SYSTEM/ITEM
	 E. CONTRACT/PR NO.
	 F. CONTRACTOR
	
	

	     
	
	
	
	

	 1. DATA ITEM NO.
	 2. TITLE OF DATA ITEM
	 3. SUBTITLE
	
	 17. PRICE GROUP

	A00x
	          
	VENDOR INTEGRITY STATEMENT/SYSTEM SECURITY PLAN
	
	

	 4. AUTHORITY (Data Acquisition Document No.)
	 5. CONTRACT REFERENCE
	 6. REQUIRING OFFICE
	
	 18.  ESTIMATED

	  DI-MISC-80711A
	    SOW 3.1.X 
	          
	
	         TOTAL PRICE

	 7. DD 250 REQ
	 9. DIST STATEMENT
	 10. FREQUENCY
	 12. DATE OF FIRST SUBMISSION
	 14.                  DISTRIBUTION
	
	          

	 LT
	
	   ONE/R
	        SEE BLK 16
	
	      b. COPIES
	
	

	 8. APP CODE 
	     D
	 11.  AS OF DATE
	 13. DATE IF SUBSEQUENT SUBM.
	       a. ADDRESSEE
	
	      final
	
	

	         
	
	           
	       SEE BLK 16
	
	draft
	reg
	repr
	
	

	 16.  REMARKS
	NAVAIR TSD ENGR
	     
	1
	 
	
	

	1. THE CONTENT AND FORMAT OF THE VENDOR INTEGRITY STATEMENTS SHALL BE AS DESCRIBED IN ANNEX TO EXHIBIT A.

2. A SEPARATE VENDOR INTEGRITY STATEMENT SHALL BE PROVIDED FOR EACH NEW AND MODIFIED TRAINER SOFTWARE APPLICATION DELIVERED UNDER THE CONTRACT.  COMMERCIAL ITEM SOFTWARE DOES NOT REQUIRE VENDOR INTEGRITY STATEMENTS.

3. THE CONTENT AND FORMAT OF THE SSP SHALL BE AS DESCRIBED IN THE NATIONAL INDUSTRIAL SECURITY PROGRAM OPERATING MANUAL (NISPOM), CHAPTER 8 SECTION 610.

4. BLK 12: SUBMISSION SHALL BE DUE AT GOVERNMENT ACCEPTANCE OF THE MODIFIED TRAINER.

5. BLK 13: SUBSEQUENT SUBMISSIONS SHALL BE DUE CONCURRENTLY WITH THE DELIVERY OF REVISIONS TO THE TRAINER APPLICATION SOFTWARE 

6. THE GOVERNMENT SHALL HAVE 30 DAYS FOR REVIEW AND ACCEPTANCE OR REJECTION OF EACH SUBMISSION.
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Annex To Exhibit A – Software Vendor Integrity Statement
DESCRIPTION

The Vendor Integrity Statement for software shall be a written and signed contractor certification that assures that each trainer application software delivered to the Government has been examined according to National Industrial Security Program Operating Manual (NISPOM), paragraph 8.302 and certified in accordance with NISPOM paragraph 8.201. The results of the examinations must indicate that the software has no elements that might be detrimental to the secure operation of the resource operating system.  Elements detrimental to the secure operation include:

a. Malicious code

b. Trojans, worms, logic bombs, and other computer viruses

c. Backdoors

d. Ad-ware, Spy-ware, or web bugs that have the ability to track user behavior

e. Code that permits functions that are beyond the actual publicized intent of application capability

f. Software that will not function properly with the operating system configured securely 

BACKGROUND

Appendix C of the NISPOM defines the Evaluated Products List as an inventory of operating systems that has been evaluated against criteria found in DoD 5200.28-STD.  Information Assurance policy (DoDD 8500.1) requires that IA-enabled products (such as operating systems) comply with the evaluation and validation requirements of National Security Telecommunications and Information Systems Security Policy Number 11.  DoDD 8500.1, Information Assurance, superceded DoD 5200.28-STD.  Paragraph 4.18 of DoD 8500.1 requires that IA-enabled IT products incorporated into DoD information systems be configured in accordance with DoD-approved security configuration guidelines.
CONTENT AND FORMAT
The Vendor Integrity Statements for trainer application software shall consist of the following certification, dated and signed by an authorized representative of the contractor, on company letterhead:

TO:  NAVAIR Orlando

RE:  Vendor Integrity Statement for Software for Device XXXXX, under Contract N61339- XX-X-XXXX

I certify that for xxxx software, version xx, there are no elements that might be detrimental to the secure operation of the resource operating system.  The software runs with the operating system configured according to NISPOM paragraph 8.201, Certification Process.

Signed

Company Representative

Attachment (  )

Annex To Exhibit A – Vendor Integrity Statement For Web Site
DESCRIPTION

The Vendor Integrity Statement shall be a written and signed contractor certification that assures that the web site development was conducted in accordance with DoD and Navy web administration, policies, and procedures, has no elements that might be detrimental to the secure operation of the resource operating system.  Elements detrimental to the secure operation include:

j. Trojans, worms, logic bombs, Malicious code, and other computer viruses

k. Backdoors, Ad-ware, Spy-ware, or web bugs that have the ability to track user behavior

l. Web services or code that permits functions and operations that are beyond the actual intent of the web site

m. Software will not run with operating system configured securely

n. Unpatched vulnerabilities

o. Unauthorized release of sensitive/“For Official Use Only” data to the public

p. Unauthorized access to sensitive/“For Official Use Only” data

q. Weak passwords

r. Hot fixes (patches) are not installed

CONTENT AND FORMAT

The Vendor Integrity Statement for Web Site shall consist of the following certification, dated and signed by an authorized representative of the contractor, on company letterhead.

TO:  NAVAIR Orlando

RE:  Vendor Integrity Statement for Web Site developed under Contract N61339- XX-X-XXXX

I certify that the xxxx Web Site has been developed in accordance with Office of the Assistant Secretary of Defense (OASD) web policies and is in good working order.  There are no elements that might be detrimental to the secure operation of the web site and server operating system.  The software runs with the operating system configured according to DODD 8500.1, Information Assurance, paragraph 4.18.

Signed,

Company Representative

Attachment (  )

System Security Plan (SSP) For Trainers/Devices At Contractor Locations
The SSP is developed using guidance provided by NISPOM Chapter Eight (8), section 8-610 and approved by the Cognizant Security Agency. The SSP addresses the following and is delivered with the trainer:

· System Identification 

· Security Personnel: System owner, CSA, ISSM, and ISSO

· Description of the system or network mission

· System Requirements Specifications

· Sensitivity and classification levels

· Levels of concern for Confidentiality, Integrity, and Availability

· Protection measures (and how they are met)

· Variances from Protection Measure Requirements

· System-specific Risks and Vulnerabilities 

· System Configuration (architecture) 

· Connections to Separately Accredited Networks and Systems

· Security support structure

· Certification and Accreditation Documentation

· Security Testing, test plans, procedures, test results, risk assessment

· Documentation for ongoing testing

· Certification statement that system complies with protection level requirements

· Accreditation documentation

The development of the Information System (IS) hardware, firmware, and software shall be under life-cycle control and management (i.e. control of the IS from the earliest design stage through decommissioning).

Attachment (  )

System Security Plan (SSP) For Trainers/Devices Re-Hosted At Customer Locations
Customer site Security representatives  (ISSM, ISSO, IAM) should have existing certification and accreditation documentation for trainers and devices already located at their respective sites. During system re-hosting or upgrades, portions of the previously delivered SSP (developed using guidance provided by NISPOM Chapter Eight (8), section 8-610 and approved by the Cognizant Security Agency), may be effected. Documentation that supports the re-hosted/upgraded portions of the trainer/device should be delivered to the customer security representatives. The customer security representatives must incorporate updates in the existing SSP.  Changes to the SSP could include the following:

· System Identification 

· Security Personnel: System owner, CSA, ISSM, and ISSO

· Description of the system or network mission

· System Requirements Specifications

· Sensitivity and classification levels

· Levels of concern for Confidentiality, Integrity, and Availability

· Protection measures (and how they are met)

· Variances from Protection Measure Requirements

· System-specific Risks and Vulnerabilities 

· System Configuration (architecture) 

· Connections to Separately Accredited Networks and Systems

· Security support structure

· Certification and Accreditation Documentation

· Security Testing, test plans, procedures, test results, risk assessment

· Documentation for ongoing testing

· Certification statement that system complies with protection level requirements

· Accreditation documentation

The development of the Information System (IS) hardware, firmware, and software shall be under life-cycle control and management (i.e. control of the IS from the earliest design stage through decommissioning).

Attachment (  )

Appendix E – Example CDRL For Vendor Integrity Statement Only
	CONTRACT DATA REQUIREMENTS LIST (CDRL)
	
	

	Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington DC 20503.  Please DO NOT RETURN your form to either of these addresses. Send completed form to the government Issuing Contracting Officer for the Contract/PR No. in Block E.
	
	

	 A. CONTRACT LINE ITEM NO.
	 B. EXHIBIT
	 C.  CATEGORY:
	
	

	     
	A
	       TDP ____
	TM _______
	OTHER_ENGINEERING DATA ___
	
	

	 D. SYSTEM/ITEM
	 E. CONTRACT/PR NO.
	 F. CONTRACTOR
	
	

	          
	
	
	
	

	 1. DATA ITEM NO.
	 2. TITLE OF DATA ITEM
	 3. SUBTITLE
	
	 17. PRICE GROUP

	  A00x
	          
	VENDOR INTEGRITY STATEMENT
	
	

	        
	          
	
	
	         

	 4. AUTHORITY (Data Acquisition Document No.)
	 5. CONTRACT REFERENCE
	 6. REQUIRING OFFICE
	
	 18.  ESTIMATED

	  
	          
	     NAVAIR TSD ENGR
	
	         TOTAL PRICE

	 7. DD 250 REQ
	 9. DIST STATEMENT
	 10. FREQUENCY
	 12. DATE OF FIRST SUBMISSION
	 14.                  DISTRIBUTION
	
	          

	    LT
	
	ONE/R
	SEE BLK 16
	
	      b. COPIES
	
	

	 8. APP CODE 
	     D
	 11.  AS OF DATE
	 13. DATE IF SUBSEQUENT SUBM.
	       a. ADDRESSEE
	
	      final
	
	

	         
	          
	           
	SEE BLK 16
	
	draft
	reg
	repr
	
	

	 16.  REMARKS
	NAVAIR TSD ENGR
	     
	1
	     
	
	

	1. THE CONTENT AND FORMAT OF THE VENDOR INTEGRITY STATEMENTS SHALL BE AS DESCRIBED IN ANNEX TO EXHIBIT A.

2. A SEPARATE VENDOR INTEGRITY STATEMENT SHALL BE PROVIDED FOR EACH NEW AND MODIFIED TRAINER APPLICATION SOFTWARE DELIVERED UNDER THE CONTRACT.  COMMERCIAL ITEM SOFTWARE DOES NOT REQUIRE VENDOR INTEGRITY STATEMENTS.

3. BLK 12: SUBMISSION SHALL BE DUE AT GOVERNMENT ACCEPTANCE OF THE MODIFIED TRAINER.

4. BLK 13: SUBSEQUENT SUBMISSIONS SHALL BE DUE CONCURRENTLY WITH THE DELIVERY OF REVISIONS TO THE TRAINER APPLICATION SOFTWARE 

5. THE GOVERNMENT SHALL HAVE 30 DAYS FOR REVIEW AND ACCEPTANCE OR REJECTION OF EACH SUBMISSION.
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Annex To Exhibit A - Software Vendor Integrity Statement
DESCRIPTION

The Vendor Integrity Statement for software shall be a written and signed contractor certification that assures that each trainer application software delivered to the Government has been examined according to National Industrial Security Program Operating Manual (NISPOM), paragraph 8.302 and certified in accordance with NISPOM paragraph 8.201. The results of the examinations must indicate that the software is in good working order and has no elements that might be detrimental to the secure operation of the resource operating system.  Elements detrimental to the secure operation include:

a. Malicious code

b. Trojans, worms, logic bombs, and other computer viruses

c. Backdoors

d. Ad-ware, Spy-ware, or web bugs that have the ability to track user behavior

e. Code that permits functions that are beyond the actual publicized intent of application capability

f. Software that will not function properly with the operating system configured securely 

BACKGROUND

Appendix C of the NISPOM defines the Evaluated Products List as an inventory of operating systems that has been evaluated against criteria found in DoD 5200.28-STD.  Information Assurance policy (DoDD 8500.1) requires that IA-enabled products (such as operating systems) comply with the evaluation and validation requirements of National Security Telecommunications and Information Systems Security Policy Number 11.  DoDD 8500.1, Information Assurance, superceded DoD 5200.28-STD.  Paragraph 4.18 of DoD 8500.1 requires that IA-enabled IT products incorporated into DoD information systems be configured in accordance with DoD-approved security configuration guidelines.
CONTENT AND FORMAT
The Vendor Integrity Statements for trainer application software shall consist of the following certification, dated and signed by an authorized representative of the contractor, on company letterhead:

TO:  NAVAIR Orlando

RE:  Vendor Integrity Statement for Software for Device XXXXX, under Contract N61339- XX-X-XXXX

I certify that xxxx software, version xx, is in good working order, and there are no elements that might be detrimental to the secure operation of the resource operating system.  The software runs with the operating system configured according to NISPOM paragraph 8.201, Certification Process.

Signed

Company Representative

Attachment (  )

Annex To Exhibit A – Vendor Integrity Statement For Web Site
DESCRIPTION

The Vendor Integrity Statement shall be a written and signed contractor certification that assures that the web site development was conducted in accordance with DoD web administration, policies, and procedures set forth by the Office of the Assistant Secretary of Defense (OASD), has no elements that might be detrimental to the secure operation of the resource operating system.  Elements detrimental to the secure operation include:

a. Trojans, worms, logic bombs, Malicious code, and other computer viruses

b. Backdoors, Ad-ware, Spy-ware, or web bugs that have the ability to track user behavior

c. Web services or code that permits functions and operations that are beyond the actual intent of the web site

d. Software will not run with operating system configured securely

e. Un-patched vulnerabilities

f. Unauthorized release of sensitive/“For Official Use Only” data to the public

g. Unauthorized access to sensitive/“For Official Use Only” data

h. Weak passwords

i. Hot fixes (patches) are not installed

CONTENT AND FORMAT

The Vendor Integrity Statement for Web Site shall consist of the following certification, dated and signed by an authorized representative of the contractor, on company letterhead.

TO:  NAVAIR Orlando

RE:  Vendor Integrity Statement for Web Sites developed under Contract N61339- XX-X-XXXX

I certify that the xxxx Web Site has been developed in accordance with Office of the Assistant Secretary of Defense (OASD).  There are no elements that might be detrimental to the secure operation of the web site and server operating system.  The software runs with the operating system configured according to DODD 8500.1, Information Assurance, paragraph 4.18.

Signed,

Company Representative

Attachment (  ) 

Appendix F - NAVAIR Orlando Information Technology Purchase and Approval

1.  NAVAIR Orlando Information Technology (IT) Approval and the Clinger Cohen Act (CCA).

The CCA of 1996 provided current law on managing Information Technology (IT) and required compliance with the CCA for all IT systems, including those in weapons and weapon system programs. Additional legislative requirements for certification of Major Automated Information System (MAIS) compliance with the CCA and for registration of Mission Critical (MC) or Mission Essential (ME) IT systems have been imposed by recent DoD Authorization and Appropriations Acts. Remember the three "C's" of CCA. ALL IT must be CCA compliant; MC or ME IT systems must be confirmed; and all MAIS (ACAT IAM and ACAT IAC) programs must be certified.

All IT purchases at NAVAIR Orlando are made through the SIGMA ERP software program. Within SIGMA, the create PID/PR transaction is used to purchase the IT.

All IT projects will have a CCA Compliance form on file prior to processing a PID/PR for approval.

Detailed information on CCA can be found at the NAVAIR Clinger Cohen Act (CCA) home page
2.  NAVAIR Orlando Information Technology (IT) Approval and the Navy Marine Corps Intranet (NMCI) 

To avoid the potential for duplication of expenditures for IT capabilities that are available under the NMCI contract IT shall be purchased under the NMCI contract.

When the IT cannot be purchased with NMCI then a waiver form is required. There are four categories of exemptions and three dollar thresholds (under $25k, between $25k and $1M, and $1M and over) for signatures on this form. Plan accordingly for the lead-time that can be required for signatures.

Exemptions: 

1. The specific hardware, hardware maintenance, software or telecommunications are essential to successful execution of a command or program initiative and it is clearly needed before it can be delivered under the NMCI contract. 

2. The proposed contract actions are for IT services for which the period of performance will expire before the requiring activity transitions to NMCI. 

3. The proposed purchase/contract actions are unavailable under the NMCI contract. 

4. The requiring activity is exempted from using the NMCI contract. 

Appendix G - Export Controlled Information – The International Traffic Arms Regulations (ITAR) & Export Administration Regulations (EAR)

	References:

	1.
	The ITAR
	http://www.epic.org/crypto/export_controls/itar.html
http://www.fas.org/spp/starwars/offdocs/itar/index.html

	2.
	EAR home page

EAR and Commerce Control List (CCL)
	http://w3.access.gpo.gov/bis/index.html
http://w3.access.gpo.gov/bis/ear/ear_data.html

	3.
	Directorate Of Defense Trade Controls
	http://www.pmdtc.org/

	4.
	Applying for an export License
	http://www.pmdtc.org/licenses.htm

	5.
	United States Munitions List (USML)
	http://www.pmdtc.org/usml.htm

	6.
	U.S. Department of State
	http://www.state.gov/


Export-controlled information or material is any information or material that cannot be released to foreign nationals or representatives of a foreign entity, without first obtaining approval or license from the Department of State for items controlled by the ITAR, or the Department of Commerce for items controlled by the EAR. Export-controlled information must be controlled as sensitive information and marked accordingly.

At NAVAIR TSD export controlled information can apply to Research, Acquisition, or Support of Training System and Human Performance technologies.

What is an Export? 1) An actual shipment or transmission of items outside the U.S. or 2) Deemed exports which are release or disclosure to a foreign national within or outside the U.S.. There is one other variation of an export and that is a re-export. A re-export is the transfer of U.S. technology by an intermediary person or organization to a national of a third country. This can be an “actual” or “deemed” export.

International Traffic Arms Regulations (ITAR)
ITAR places strict controls on the export of “defense articles” and “defense services.” Defense articles include any item or technical data on the United States Munitions List (USML), and defense services include the furnishing of assistance to foreign persons, whether or not in the United States, with respect to defense articles, and the furnishing of any technical data associated with a defense article.

Category IX of the USML is Military Training Equipment. As defined in Part 121 of the ITAR, Military Training Equipment is:

CATEGORY IX—MILITARY TRAINING EQUIPMENT

(a) Military training equipment including but not limited to attack trainers, radar target trainers, radar target generators, gunnery training devices, antisubmarine warfare trainers, target equipment, armament training units, operational flight trainers, air combat training systems, radar trainers, navigation trainers, and simulation devices related to defense articles. (b) Components, parts, accessories, attachments, and associated equipment specifically designed or modified for the articles in paragraph (a) of this category. (c) Technical Data (as defined in § 120.21 of this subchapter) and defense services (as defined in § 120.8 of this subchapter) directly related to the defense articles enumerated in paragraphs (a) and (b) of this category. (See § 125.4 for exemptions.).

Export Administration Regulation (EAR)

The EAR bars the export of items, technology, and technical information found on the Commerce Control List to foreign countries without an appropriate export license. EAR covers the transfer of dual-use commercial goods. Dual-use technologies are those that have both a legitimate civilian and military use. 
Compliance For NAVAIR TSD
NAVAIR Orlando Program Managers (PMs) should determine if there is a FMS Case established for the project.  If so, a license is not needed by the foreign contractor.  When a FMS Case is not established, the contractor may need a license.

It is strongly advised that the PMs seek assistance from the PD for International Programs and Legal staff when dealing with ITAR issues.

Additionally, any person who intends to export or to import temporarily a defense article must obtain the approval of the Office of Defense Trade Controls prior to the export or temporary import, unless the export or temporary import qualifies for an exemption. 

Export Licenses or Other Approvals

Export licenses or other approvals (other than approvals obtained pursuant to subchapter Sec. 123.9 of the ITAR) may be granted only to U.S. persons and foreign governmental entities in the United States. Foreign persons other than governments are not eligible. U.S. persons who have been convicted of violating the U.S. criminal statutes enumerated in subchapter Sec. 120.24 of the ITAR, or who have been debarred pursuant to part 127 of the ITAR, are also generally ineligible. 

Applications for licenses are obtained through the Directorate of Defense Trade Controls (DDTC). Registration Information is available on the DDTC web site (http://www.pmdtc.org/licenses.htm)

ITAR EXEMPTIONS
There are many exemptions to the ITAR requirements, however only the exemptions most often used by Federal Agencies are provided below:

Exemption #1.  A license is not required for the temporary import, or temporary export, of any defense article, including technical data, or the performance of a technical defense service, by or for any agency of the U.S. Government (1) for official use by such an agency, or (2) for carrying out any foreign assistance, cooperative project or sales program authorized by law and subject to control by the President by other means.  This exemption applies only when all aspects of a transaction (export, carriage, and delivery abroad) are affected by the United States Government agency or when a United States Government Bill of Lading covers the export.  This exemption does not apply however, when a U.S. Government agency acts as a transmittal agent on behalf of a private individual or firm, either as a convenience or in satisfaction of security requirements.  

The approval of the Office of Defense Trade Controls must be obtained before defense articles previously exported pursuant to this exemption are permanently transferred (e.g. property disposal of surplus defense articles overseas) unless (i) the transfer is pursuant to a grant, sale, lease, loan or cooperative project under the Arms Export Control Act or a sale, lease or loan under the Foreign Assistance Act of 1961, or (ii) the defense articles have been rendered useless for military purposes beyond the possibility of restoration.

Exemption #2.  A license is not required for the temporary import, or temporary or permanent export, of any classified or unclassified defense articles, including technical data or the performance of a defense service, for end use by a U.S. Government agency in a foreign country under the following circumstances:

1) The export or temporary import is pursuant to a contract with, or written direction by, an agency of the U.S. Government; and

2) The end user in the foreign country is a U.S. Government agency of facility, and the defense articles or technical data will not be transferred to a foreign person; and

3) The urgency of the U.S. Government requirement is such that the appropriate export license or U.S. Government Bill of Lading could not have been obtained in a timely manner.

Additional requirements for this exemption are provided in 22 C.F.R. 126.4.

Exemption #3.  A license from the Office of Defense Trade Controls is not required if the defense article or technical data or a defense service to be transferred was sold, leased or loaned by the Department of Defense to a foreign country or international organization under the Foreign Military Sales (FMS) Program of the Arms Export Control Act pursuant to a Letter of Offer of Acceptance (LOA) authorizing such transfer.

Such a transfer must take place only during the period in which the FMS Letter of Offer of Acceptance (LOA) and implementing USG FMS contracts and subcontracts are in effect and serve as authorization for the transfers hereunder in lieu of a license; the defense article, technical data or defense service to be transferred must be specifically identified the executed LOA and signed by an authorized Department of Defense Representative and an authorized representative of the foreign government; and the transfer must not be to a prohibited country.

Additional requirements for this exemption are listed in 22 C.F.R. 126.6(c).

*******Note: For All Exemptions*****

Except for the export of unclassified technical data, an exporter must file a Shipper’s Export Declaration (SED), required under 22 C.F.R. Section 123.22(c), with the District Directors of Customs or Postmasters in those cases in which no export license is required because of an exemption.  The exporter must certify that the export is exempt from licensing requirements and identify the regulation under the exemption is claimed on the Shipper’s Export Declaration.  The exporter must mail a copy of the declaration immediately to the Office of Defense Trade Controls.

QUESTIONS AND ANSWERS REGARDING ITar

1.  How does the ITAR affect our dealings with foreign entities (persons, companies, governments, etc.) residing in the United States?  

Pursuant to the ITAR, only U.S. persons and foreign governmental entities in the Unites States may be granted licenses for the export and temporary import of defense articles and defense services (other than retransfer approvals sought under ITAR regulations). 

2.  Can the ITAR be used to exclude foreign persons, foreign corporations, business association, partnership, trust, foreign governments affiliation with international organizations, etc. from participating in our acquisition efforts? 

Foreign persons other than governments are not eligible.  Foreign persons are defined as “any natural person who is not a lawful permanent resident, or any foreign corporation, business association, partnership, trust, society or any other entity or group that is not incorporated or organized to do business in the United States, as well as international organizations, foreign governments and any agency or subdivision of foreign governments (e.g. diplomatic missions).” (See 22 C.F.R. 120.1 and 22 C.F.R. 120.16)

3.  Are there rules for dealing with certain countries?

Per the ITAR, it is the policy of the United States to deny licenses, other approvals, exports and imports of defense articles and defense services, destined for or originating in certain countries.  This policy applies to Afghanistan, Belarus, Cuba, Iran, Iraq, Libya, North Korea, Syria, and Vietnam.  This policy also applies to countries with respect to which the United States maintains an arms embargo (e.g. Burma, China, Haiti, Liberia, Rwanda, Somalia, Sudan and Democratic Republic of the Congo (formerly Zaire) or whenever an export would not otherwise be in furtherance of world peace and security and foreign policy of the United States.  (See 22 C.F.R. 126.1)

4.  What should be done when a foreign contractor requests to compete or participate in the DoN procurement process?
SECNAVINST 5510.34 stipulates that all foreign contractor requests to compete for, or to participate in, DoN contracts for defense items or related services must be carefully reviewed by cognizant DoN commands/activities to determine at the earliest stage of the acquisition cycle any requirement for the disclosure of U.S. critical technology (i.e., participation in bidder conferences, release of technical data packages, etc.).  In fairness to the foreign contractors, it is important to determine at the earliest date whether disclosure policies, procedures and/or restrictions permit a foreign firm to effectively participate as a prime contractor.  

Attendance by foreign sources in bidders conferences is encouraged however, the information disclosed at these bidders conferences must be limited to that information that is releasable to the foreign attendee and they must be informed of their authorized level of participation (i.e., prime or subcontractor).

NAVAIR Orlando PMs are required to initiate the Foreign Disclosure Review (questionnaire) below before issuing a solicitation to prevent delays in the acquisition cycle, even when there has been no expression of interest, if there is a potential for foreign contractor and/or foreign owned, controlled, or influenced (FOCI) participation.

In those cases where a foreign contractor wishes to participate in the acquisition process, the initiation of the disclosure review is very critical because the review process normally takes 4-6 weeks.  This process must be started by the submission of the below attached questionnaire to the Security Office for review and forwarding to the Systems Command (NAVAIR, NAVSEA, etc., or appropriate higher authority depending on program and equipment involved in the acquisition) for final resolution.  Normally, the questionnaire is completed by the PM, lead engineer, etc. and does not require an extensive amount of time to complete.  See Appendix B for a copy of the questionnaire.

5.  What is NATO secret?  
NATO SECRET (NS) is one of four levels of security classification prescribed by the NATO security regulations.  The term NATO SECRET indicates that the material is clandestine and is the property of NATO. 
6.  What are NATO acquisitions?

     a.  NATO acquisitions are contracts involving NATO-unique Systems, a NATO Production and Logistics Organization (NPLO), a designated NATO Management Agency, a NATO Research Staff or a NATO Command awards programs or operations.  
The contracting agency or prime contractor of the NATO nation that is responsible for the project infrastructure awards a NATO contract. 

     b.  Subcontracting under a NATO contract is handled the same as classified U.S. contracts, except:

1. Prior to awarding a subcontract, prior written approval must be obtained from the NATO contracting agency.

2. The subcontractor must possess the requisite level of facility security clearance, employees that require access must be briefed on NATO procedures, and a NATO Facility Security Clearance Certificate must be issued prior to award of the subcontract. The contractor may sponsor a prospective subcontractor for a NATO facility clearance only after approval to subcontract has been obtained.

     c.  The contracting agency will provide classification guidance to the contractor. The guidance is in the form of a NATO security aspects letter and security requirements checklist for NATO contracts. It will be a DD Form 254 (Contract Security Specifications) or similar form for non-NATO contracts that involve access to NATO classified information. If the contractor does not receive adequate classification guidance, or is not able to obtain the guidance, the CSO should be contacted for assistance.

     d.  When DoD Components award contracts to develop documents that the DoD Component is to deliver to NATO, the DD Form 254 below must contain a requirement for the contractor to provide a list that identifies the elements of U.S., NATO and foreign government information included in the documents and the source of the information.

Appendix H - Foreign National Escort Security Countermeasures Briefing

Security countermeasures to mitigate vulnerabilities associated with collection techniques are relatively simple, inexpensive, and effective--if implemented. 

· Do not allow suspicious unannounced foreign visitors access to the facility. Simply tell them no one is available, and that they should schedule an appointment for another date.  Report unannounced foreign visitors to security.

· Do not allow last minute additions or substitutions to a foreign delegation to have access to the facility. Ask them to remain in the lobby while the others are permitted access. This could potentially keep intelligence officer out of the facility and encourage proper visitation procedures. 

· Verify personal identification against the original visit request when foreign visitors arrive to ensure they are who they say they are.

· Ensure there are a sufficient number of escorts to control a visiting delegation if it should be split into multiple groups. 

· Ensure escorts are briefed as to what is critical within the facility and that they know what requires protection from the foreign visitors:  Restricted Areas, Classified, FOUO, Procurement, Privacy Act

· Ensure facility employees are briefed as to the scope of the foreign visit and to not discuss anything beyond what is approved.  See Public Affairs Officer for details on visit.

· If a visitor becomes offended when confronted during a security incident, recognize the confrontation as a collection technique and ask the visitor to leave the facility if he or she cannot abide by the rules.  Report incident to security.

· Do not permit any cameras or note taking in the facility.







17

