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1.0
SCOPE
This Statement of Work (SOW) defines the tasking required to produce, test and deliver the BRU-32B/A Ejector Unit Rack Assembly, P/N 1534AS7000, (hereafter referred to as BRU-32B/A).  Specific efforts described in this SOW involve the program management, manufacturing, testing, quality assurance, packaging and delivery of the BRU-32B/A.  

The contractor shall furnish services, hardware, materials, facilities and equipment required as described in this SOW.  The contractor shall provide all technical, planning, management and manufacturing functions required to complete this effort.

2.0
APPLICABLE DOCUMENTS

The following documents are applicable to this SOW to the extent specified herein.  Unless otherwise stated, the issues of the following documents in effect on the effective date of the Request for Proposal (RFP) shall form part of the SOW.  
2.1
Government Documents
2.1.1

Military Specifications and Standards
	2.1.1.1
	MIL-A-85046
	Actuator, Linear, Electromechanical

	2.1.1.2
	MIL-C-81842
	Connector Assemblies for Bomb Rack Electric Fuzing Provisions

	2.1.1.3
	MIL-H-85042
	Hooks, Bomb Rack, General Specification for

	2.1.1.4
	MIL-HDBK-1785
	System Security Engineering

Program Management Requirements

	2.1.1.5
	MIL-HDBK-2164
	Environmental Stress Screening Process for Electronic Equipment

	2.1.1.6
	MIL-HDBK-454
	General Guidelines for Electronic Equipment

	2.1.1.7
	MIL-HDBK-61
	Configuration Management Guidance

	2.1.1.8
	MIL-R-85895
	Rack, Bomb Ejector, Aircraft, BRU-32/A

	2.1.1.9
	MIL-STD-130
	Identification Marking of U.S. Military Property

	2.1.1.10

	MIL-STD-1907


	Inspection, Liquid Penetrant and Magnetic Particle, Soundness Requirements for Materials, Parts and Weldments

	2.1.1.11


	MIL-STD-461C

	Electromagnetic Emission and Susceptibility Requirements for the Control of Electromagnetic Interference 

	2.1.1.12

	MIL-STD-461F

	Requirements for the Control of Electromagnetic Interference Characteristics of Subsystems and Equipment

	2.1.1.13

	MIL-STD-464

	Electromagnetic Environmental Effects Requirements for Systems


(Copies of the above documents are available online at http://assist.daps.dla.mil/quicksearch/ or http://assist.daps.dla.mil.)

2.1.2

Naval Air Systems Command (NAVAIR) Drawings and Lists

	2.1.2.1
	1534AS7000
	BRU-32B/A Ejector Unit Rack Assembly Drawing

	2.1.2.2
	ADL 30003 1534AS7000 Rev: B
	BRU-32B/A Automated Data List 


2.1.3

Navy Publications
	2.1.3.1
	COMNAVAIRFOR Instruction 4790.2 series
	Naval Aviation Maintenance Program

	2.1.3.2
	NAVAIR 11-75A-26
	BRU-32B/A Technical Manual

	2.1.3.3
	NAVAIRINST 4200.25
	Management of Critical Application Items Including Critical Safety Items

	2.1.3.4
	NAVAIRINST 4355.19
	Systems Engineering Technical Review Process

	2.1.3.5

	OPNAVINST 5239.3A


	Navy Implementation of DoD Intelligence Information system Public Key Infrastructure (PKI) 

	2.1.3.6

	OPNAVINST 5513.2C


	Security Classification Guide (SCG) (21 Jul 08) (Encl (02-26)) for the F/A-18 Hornet (All Series) and Electronic Attack EA-18G Aircraft (2 Apr 07)

	2.1.3.7
	OPNAVINST 8000-16C        
	Naval Ordnance Maintenance Management Program (NOMMP)

	2.1.3.8
	SECNAV M-5510.36
	Department of the Navy Information Security Program

	2.1.3.9

	SECNAVINST 5239.3B


	Department of the Navy Information Assurance (IA) Policy 


2.1.4

DoD Publications

	2.1.4.1


	Defense FAR Supplement (DFARS) 252.239-7016
	Telecommunications Security Equipment, Devices, Techniques, and Services

	2.1.4.2
	CJCSI 3312.01A
	Joint Military Intelligence Requirements Certification

	2.1.4.3


	CJCSI 6510.01E


	Chairman of the Joint Chiefs of Staff (CJCS) Instruction, Information Assurance (IA) and Computer Network Defense (CND) 

	2.1.4.4


	CJCSI 6211.02C

	Chairman of the Joint Chiefs of Instruction, Defense Information System Network (DISN): Policy, Responsibilities and Processes 

	2.1.4.5


	CJCSI 6212.01E


	Interoperability and Supportability of Information Technology and National Security Systems 

	2.1.4.6


	CJCSM 6510.01A
	Information Assurance (IA) and Computer Network Defense (CND) Volume I (Incident Handling Program) 

	2.1.4.7
	DoD 5200.1-M
	Acquisition System Protection Program

	2.1.4.8
	DoD 5200.1R
	DoD Information Security Program 

	2.1.4.9
	DoD 5205.02-M
	DoD OPSEC Program 

	2.1.4.10


	DoD 5220.22-M


	National Industrial Security Program Operating Manual (NISPOM)

	2.1.4.11


	DoD 8570.01-M


	Information Assurance Workforce Improvement 

Program 

	2.1.4.12
	DoDI 5000.02
	Operation of the Defense Acquisition System 

	2.1.4.13
	DoDI 5200.01


	DoD Information Security Program and Protection of Sensitive Compartmented Information 

	2.1.4.14


	DoDI 5200.39
	Critical Program Information (CPI) Protection Within the Department of Defense

	2.1.4.15
	DoDI 8500.2
	Information Assurance (IA) Implementation 

	2.1.4.16
	DoDI 8510.01
	DoD Information Assurance Certification and Accreditation Process (DIACAP) 

	2.1.4.17
	DoDI 8520.2
	Public Key Infrastructure (PKI) and Public Key (PK) Enabling 

	2.1.4.18


	DoDI 8580.1


	Information Assurance (IA) in the Defense Acquisition System 

	2.1.4.19
	DoDD 5000.01
	The Defense Acquisition System 

	2.1.4.20
	DoDD 5205.02
	DoD OPSEC Program 

	2.1.4.21
	DoDD 5230.09
	Clearance of DoD Information for Public Release 

	2.1.4.22


	DoDD 5230.11


	Disclosure of Classified Military Information to Foreign Governments and International Organizations 

	2.1.4.23
	DoDD 5230.20
	Visits and Assignments of Foreign Nationals 

	2.1.4.24
	DoDD 5230.24
	Distribution Statements on Technical 

	2.1.4.25


	DoDD 5230.25


	Withholding of Unclassified Technical Data From 

Public Disclosure (Change 1, 18 Aug 95)

	2.1.4.26
	DoDD 8500.01E
	Information Assurance (IA) 

	2.1.4.27

	DoDD 8570.01


	Information Assurance Training, Certification, and Workforce Management 

	2.1.4.28
	DoD O-5200.1-1
	Index of Security Classification Guides

	2.1.4.29

	DoD S-5230.28


	Low Observable (LO) and Counter Low Observable (CLO) Programs (U)", CLASSIFIED DOCUMENT (26 May 2005) Authorized users may contact the OPR identified below. (OPR:  USD (AT&L), 703-697-0016)


2.1.5

Other Government Documents

	2.1.5.1
	DLAR 4155.24
	Product Quality Deficiency Report Program

	2.1.5.2
	Federal Acquisition Regulation (FAR) 2.201
	Definitions`

	2.1.5.3


	National Security Decision Directive (NSSD) 298
	National Operations Security Program

	2.1.3.4
	MCTL
	The Military Critical Technologies List

	2.1.3.5


	CNSSI/NSTISSI No. 1000

	National Information Assurance Certification and 

Accreditation Process (NIACAP) 

	2.1.3.6


	CNSSI/NSTISSI No. 7000

	TEMPEST Countermeasures for Facilities (May 04)

CLASSIFIED DOCUMENT (For PMA / Classified Documents formally request via PCO / PMA 265.)

	2.1.3.7


	CNSSI/NSTISSI No. 7001

	NONSTOP Countermeasures (15 Jun 94) CLASSIFIED DOCUMENT (S NOFORN) (For PMA / Classified 

Documents formally request via PCO / PMA 265.)

	2.1.3.8


	DAG


	The Defense Acquisition Guidebook (DAG) (Interim) 

Chapter 8 

	2.1.3.9
	PPP
	F/A-18E/F and EA-18G Program Protection Plan 

	2.1.3.10


	SG


	Security Guidance for F/A-18 (All Series) and EA-18G GROWLER Aircraft / Systems (For Classified Documents, formally request via PCO / PMA 265.)

	2.1.3.11
	EO 13526
	CLASSIFIED NATIONAL SECURITY INFORMATION 

	2.1.3.12
	FISMA
	Federal Information Security Management Act of 02

	2.1.3.13
	OMB A-130


	Security of Federal Automated Information Resources (Circular No A-130) (Appendix III)

	2.1.3.14
	FIPS 140-2
	National IST Federal Information Processing Standard 

	
	
	

	2.1.3.15


	DoD CIO Memo


	Encryption of Sensitive Unclassified Data at rest on Mobile Computing Devices and Removable Storage Devices 

	2.1.3.16
	Public Law 104-106


	Information Technology Management Reform Act Division E, (Clinger-Cohen Act)


2.2 Commercial Documents

2.2.1   Industry Standards

	2.2.1.1
	ANSI/ASQ Z1.4 
	Sampling Procedures and Tables for Inspection by Attributes

	2.2.1.2
	ANSI/EIA-649
	National Consensus Standard for Configuration Management

	2.2.1.3
	AS9100
	Quality Management Systems – Requirements for Aviation, Space, and Defense Organizations

	2.2.1.4
	IPC J-STD-001
	Requirements for Soldered Electrical and Electronic Assemblies

	2.2.1.5
	ISO 10007
	Quality Management Systems – Guidelines for Configuration Management


2.3
Order of Precedence
In the event of a conflict between the text of the Statement of Work (SOW) and the references cited herein, the SOW will take precedence.
3.0 REQUIREMENTS

3.1 BRU-32B/A Production
The BRU-32B/A manufacturing, testing and quality assurance efforts performed as described in this SOW shall meet the requirements of the Specification for the BRU-32/A Aircraft Bomb Ejector Rack, MIL-R-85895 and the BRU-32B/A Technical Data Package (TDP) as listed on ADL 30003 1534AS7000 Rev: B.  Specific requirements of this SOW are listed in the paragraphs that follow.

Production design enhancements developed in order to improve the BRU-32B/A product quality, reliability, or manufacturability shall not alter the product baseline form, fit, or function.  All proposed BRU-32B/A design enhancements shall be presented to the Government for approval prior to the fabrication of the First Article test units.

In addition to the above, all racks shall meet all the requirements of MIL-R-85895 with the following exceptions:

· The contractor is not required to pre-qualify the Connector Assembly, P/N 2415951.

· For paragraph 4.6.5.3, only MIL-STD-461C Requirement CE03, as modified by drawing 1534AS251, applies.  The measured Electromagnetic Compatibility (EMC) performance levels shall not exceed the Allowable Emission Levels listed in Figure 1 of drawing 1534AS251.
· The fuze charging period as defined in paragraph 4.6.3.7.b of MIL-C-81842A shall be a minimum of 17 ms.

· During testing, the bomb rack shall be cleaned in accordance with the procedures provided in drawing 1534AS104, paragraph 4.3.4, after each twenty (20) ejections.

· The contractor may trim decals; P/Ns 1534AS5080, 1534AS5082 and 1534AS5085.

3.2 Serial Number Assignment

The contractor shall assign serial numbers in accordance with MIL-STD-130, paragraph 5.2.1.2, to each rack and provide the serial numbers and contract information to the Government for documentation.  In order to facilitate serial number entering and tracking in Airborne Weapons Information System (AWIS)-AAE, serial numbers shall be limited to 8 characters.  Alpha-numeric or numeric-only serial numbers are permitted (i.e., MBJ012, 87990389).  Serial numbers shall not contain special characters, spaces, dashes, or the letters I, O, Q, S, X, or Z.

3.3 Equipment History Record (EHR) Cards

The contractor shall include a completed EHR card (OPNAV4790/113) with each production unit.  At a minimum, each EHR card must include the rack nomenclature, part number, Work Unit Code (754CD00), Commercial And Government Entity (CAGE) code, serial number, Reference (NA11-75A-26) and date that the unit passed acceptance testing.  Additionally, the contractor shall enter Technical Directive data on the EHR cards as defined by the AAE Technical Program Office (TPO).  EHR card entries will adhere to the requirements set forth in COMNAVAIRFOR Instruction 4790.2 series (Naval Aviation Maintenance Program).  Each card shall then be folded into thirds, placed in a sealed plastic bag and attached to the bomb rack having the same serial number prior to packaging of the rack.  

The contractor may purchase or download EHR Cards (NSN 0107-LF-983-1800) at the Naval Forms Online web site: http://navalforms.daps.dla.mil.

3.4 Packaging
The contractor shall package each BRU-32B/A in accordance with the packaging instructions in the BRU-32B/A Technical Manual, NAVAIR 11-75A-26, WP 004 00.  All containers shall be tagged or labeled to identify (with part numbers and serial numbers) and quantify the items and indicate dates of acquisition or time limits for use or service.

3.5 Airborne Weapons Information System (AWIS)
The contractor shall enter new production data and transfer data into AWIS-AAE.

4.0
PROGRAM MANAGEMENT
4.1  
Program and Technical Reviews  

The contractor shall outline contractor-conducted Program Reviews (PRs) and Government-conducted Technical Reviews at the contractor’s facility.  The reviews are expected to provide visibility to the Government into the conduct and consequence of the contractor’s and subcontractor’s various efforts and performance including all technical, financial, or schedule performance problem areas and recommended actions. The contractor shall develop an agenda in accordance with Exhibit A, Data Item A001, Contract Data Requirements List (CDRL), DD form 1423 (CDRL A001), and pre-coordinate with the Government prior to each review.  The contractor shall prepare and deliver conference minutes in accordance with CDRL A002 documenting attendees, action items and issues from conferences including briefing material and contractor and Government presentation material.  PRs shall be conducted semi-annually and include a Production Readiness Review (PRR) in accordance with NAVAIRINST 4355.19, Enclosure (1), PRR Section, prior to the start of production.  The PRR shall be conducted at the prime contractor and major subcontractors.  Contractors qualified in accordance with paragraph 6(b) of NAVAIRINST 4200.25 to produce the BRU-32A/A or BRU-32B/A are not required to conduct a PRR.  (CDRL A001, Conference Agenda; CDRL A002, Conference Minutes)

4.2  
Program Tracking  

The contractor shall document and report program progress, status of achievement of schedule milestones, cost objectives and technical performance requirements on a monthly basis.  (CDRLs A003 and A004, Contractor’s Progress, Status and Management Report (Monthly Progress Report))
4.3 Quality Assurance
The contractor shall establish, implement and maintain a quality assurance program acceptable to the Government.  The contractor’s program shall provide for the investigation, corrective action and timely response to Quality Deficiency Reports issued by the Government in accordance with DLAR 4155.24, Product Quality Deficiency Report (PQDR) Program.  The Quality Management System (QMS) shall conform to SAE Aerospace Standard AS9100B or AS9100C or a functional equivalent.  The Contractor shall implement standards, establish controls, and integrate quality plans into the system engineering process.  The Contractor shall incorporate policies, procedures, and processes to ensure that all subcontractors and vendors conform to and meet program requirements.  The contractor shall develop and submit a Quality Assurance Program Plan (QAPP) for production of the BRU-32B/A. The contractor shall maintain and use quality cost data as a management element of the QAPP.  The contractor shall determine the specific cost data to be used and maintained.  The contractor shall maintain a process for ensuring that all special processes and services are provided by suppliers who are National Aerospace and Defense Contractors Accreditation Program (NADCAP) certified or functionally equivalent.  The QAPP shall identify the Foreign Object Damage/Foreign Object Elimination (FOD/FOE) control process and plan.  Additionally, the QAPP shall establish processes and procedures for identifying, controlling, and verifying key characteristics associated with the BRU-32B/A.  The Government will periodically assess the acceptability of the quality program through plant visits to audit the quality program.  (CDRL A005, Quality Assurance Program Plan (QAPP))

4.4 Program Protection

4.4.1 Program Security
The Contractor shall maintain BRU-32B/A bomb rack Program Protection as mandated by the Program Protection Plan (PPP) for the F/A-18 E/F and EA-18G Program, Security Guidance for the F/A-18 (All Series) and EA-18G Aircraft/Systems, and the DD Form 254.  The Contractor shall comply with, and ensure its subcontractors comply with DoD 5200.1R as it pertains to this contract.  The Contractor shall classify appropriately marked documents developed for this effort in accordance with Security Classification Guide (SCG) for the F/A-18 Hornet (All Series) and Electronic Attack EA-18G Aircraft, DoDD 5230.24, and DoDI 5200.01.  The Contractor shall assess new acquisitions (ECPs) for Critical Program Information and Critical Technologies as indicated by DoDI 5200.39, DoD 5200.1-M, DoD S-5230.28, CJCSI 3312.01A, CJCSI 6212.01E and MCTL.  

The Contractor shall address these requirements within the Program Protection Implementation Plan.  (CDRL A006, Program Protection Implementation Plan (PPIP))
4.4.2 System Security
4.4.2.1 Program Protection Implementation Plan (PPIP)
The Contractor shall develop a Contractor specific BRU-32B/A bomb rack Program Protection Implementation Plan (PPIP) addressing the requirements of the Program Protection Plan (PPP) for the F/A-18 E/F and EA-18G Program, dated 14 March, 2007.  The Contractor shall develop an Information Security Program (ISP) and include as a part of their PPIP, see SECNAVINST 5510.36A and SECNAV M-5510.36.  As an integral part of the ISP the Contractor shall develop a process to review and report Security Loss, Compromises, Spillages to the Government and will initiate / perform the appropriate Inquiry  (PMA265 Program Security Manager (PSM) / Information Assurance Officer (IAO), local Defense Security Service (DSS) Office and DCMA within (24 hours / 1 day)).  The Contractor shall implement this process using DoD 5205.02-M, DoD 5220.22-M, DoDD 5205.02, SECNAVINST 5510.36A, SECNAV M- 5510.36. 

The Contractor shall address these requirements within the Program Protection Implementation Plan (PPIP), DI-MGMT-81826A.  (CDRL A006, Program Protection Implementation Plan (PPIP))
The Contractor shall review the PPIP annually at a minimum and update it as required, based on revised information provided by the US Navy, or as a result of changes in the Contractor’s procedures.  The Contractors PPIP shall identify the required items as listed in CDRL A005.  The Contractor shall conduct PPIP unique training to personnel with access to sensitive, technical and CPI information  annually at a minimum DoDI 5200.39, to include all Contractor developed PPIP requirements and emphasizing the changes in the latest version of the Contractor’s PPIP.  The Contractor shall address OPSEC DoDD 5205.02, DoDD 5230.20 and DoD 5205.02-M in the PPIP.  The Contractor shall flowdown this requirement to all subcontractors that have access to CPI information, as defined in the Program Protection Plan (PPP). The Contractor shall determine the need for subcontractors without access to CPI information, as defined in the PPP, to develop OPSEC plans DoDD 5205.02.  

The Contractor shall address these requirements within the Program Protection Implementation Plan.  (CDRL A006, Program Protection Implementation Plan (PPIP))
4.4.2.2 Public Release 
The contractor shall ensure program related information and graphics intended for public release DoDD 5230.09, DoDD 5230.11, DoDD 5230.25 or posting on internet and World Wide Web sites are processed through the Program Executive Office for Tactical Aircraft (PEO(T)) Public Affairs Officer before release.  The contractor shall include note pages in all briefings and slide presentations submitted to the PEO(T) Public Affairs Officer/Security Manager for review and release.  

The Contractor shall address these requirements within the Program Protection Implementation Plan.  (CDRL A006, Program Protection Implementation Plan (PPIP))
4.4.3 Information Assurance  

4.4.3.1 Architecture  

The network architecture shall maximize use of the Contractor’s existing infrastructure and that of its subcontractors, suppliers, the Internet and the Government Wide Area Networks (WANs), such as Non-classified Internet Protocol Router Network (NIPRNET), Defense Research and Engineering Network (DREN), Navy/Marine Corps Intranet (NMCI) and shall maintain compatibility with the NMCI architecture.  The Contractor shall continue to utilize a network architecture which shall support the mission needs of the F/A-18E/F and EA-18G Program for the purposes of interoperability while maintaining the quality and timeliness of the technical information data access and delivery.  The Contractor shall share all observed network trends; to be utilized in quarterly Information Assurance (IA) reviews for the purposes of ascertaining the success of the accomplishment of the preceding.  The Contractor shall implement electronic data sharing for the purposes of data reduction and to avoid transmitting large data files over the network.  Appropriate security measures shall be put in place in accordance with SECNAVINST 5239.3B, OPNAVINST 5239.3A, NAVAIRINST 5239.2, CJCSI 6211.02C, DODI 8500.2 and DoDI 8520.2.  

The Contractor shall address these requirements within the Program Protection Implementation Plan. (CDRL A006, Program Protection Implementation Plan (PPIP))
4.4.3.2 Information Assurance Practices  
The Contractor shall adhere to the Department of the Navy’s (DON)’s Information Assurance Program prescribed methodologies for the protection of information to support DON missions.  The Contractor shall utilize existing methods and processes in order to deliver secure, interoperable and integrated information management (IM) and information technology (IT) to the DON and its contract support.  The Contractor shall ensure that all IT systems, software and interfaces meet Government security certification standards and requirements appropriate to the particular classification level of operation as specified by the US Navy, Department of Defense, or other cognizant Government authority for the purposes of the above mentioned DON goals. 
The contractor shall describe the process for appropriately marking documents developed for this effort in accordance with the appropriate SCG, EO 13526, DoD O-5200.1-1 and DoD 5200.1R.

The contractor shall provide a counterpart point of contact to the PMA265 Information Assurance Manager / Information Assurance Officer (IAM/IAO); herein identified as the IA Point of Contact (POC).  The IA POC shall ensure all IA requirements are adhered to.  The IA POC will ensure that the contractor team is aware of all IA requirements.  The IA POC shall coordinate with the PMA265 IAM/IAO in all matters related to IA.  The IA POC will be required to fulfill the certification requirements of DoDD 8570.01 and DoD 8570.01-M.  The contractor is not required to flow down the requirement for an IA POC certified per DoDD 8570.01 and DOD 8570.01-M to its subcontractors except as described in paragraph 4.4.3.3.
The Contractor shall address these requirements within the Program Protection Implementation Plan.  (CDRL A006, Program Protection Implementation Plan (PPIP))
4.4.3.3 Public Key Infrastructure (PKI):

PKI encryption is the chosen compliant Department of Defense (DoD) standard for protecting Controlled Unclassified Information (CUI) during transmission.  CUI encompasses For Official Use ONLY (FOUO) and Sensitive Information.  Failure to encrypt CUI during electronic transmission is considered a security weakness and must be reported to the IAO and PSM via the Contractors responsible individual.  The Contractor shall require their personnel to adhere to the required PKI policies stated herein when transmitting CUI.  

The Contractor shall implement DoD PKI policy per DODI 8520.2.  The Contractor shall obtain and utilize PKI certificates issued by approved External Certificate Authority (ECA), for the purposes of protecting all CUI.  A substitute to utilizing approved PKI ECA certificates is for the contractor to become a member of the Federal Bridge Certification Authority in order to issue approved contractor issued PKI certificates with trust relationships to the DoD PKI.  Approved PKI will be utilized by the Contractor and their subcontractors when transmitting CUI via electronic means.   A temporary written waiver for such requirements may be granted by the government provided that:  the contractor submit a waiver request in writing; the contractor currently has a substitute deemed acceptable by the government and that the contractor submit a Plan of Action and Milestones (POA&M) document to the government detailing concise plans for meeting DoD PKI policy objectives.  

The Contractor shall address these requirements within the Program Protection Implementation Plan.  (CDRL A006, Program Protection Implementation Plan (PPIP))
4.4.3.4 Electronic Mail (E-Mail):

The Contractor shall utilize encryption via DoD PKI digital certificates on all e-mail messages containing CUI, and sensitive information, including but not limited to:  FOUO content, Privacy data, Contract Information, Unclassified Technical Data, Accountability information, Department of Defense Sensitive But Unclassified (SBU) and e-mail that discusses any matter that may serve as an OPSEC indicator, per DoDI 8520.2.  The Contractor shall utilize PKI when interacting with DoD PKI Enabled information systems; and accessing DoD sensitive information. 

The Contractor shall address these requirements within the Program Protection Implementation Plan.  (CDRL A006, Program Protection Implementation Plan (PPIP))
4.4.3.5 Web Sites, Electronic Rooms (E-Rooms), & Collaboration Tools:

The contractor shall utilize DoD PKI digital certificates to use as authenticators for accessing all DoD web sites and/or e-rooms and collaboration tools.  Per PMA265 POLICY AND PROCEDURES FOR USAGE OF REMOTE CONFERENCING COLLABORATION TOOLS & REPLACEMENT OF WEBEX; the contractor will utilize the official DoD remote conferencing collaboration tool, Defense Connect Online (DCO) (https://www.dco.dod.mil) for all electronic collaborative efforts that contain DoD information.
Before hosting services such as but not limited to: web sites and e-rooms that contain DoD information (CUI, SBU, or FOUO) the contractor shall: investigate existing Government tools and services to meet these requirements.  In the event that existing services cannot be utilized the contractor must obtain Government approval prior to implementing or utilizing any such services.  If such services are deemed necessary by the government then, these tools shall be web based applications that enhance data delivery and distribution to include electronic collaboration and management tools.  These efforts shall supplement existing legacy systems, and the Navy’s goals of web enablement of new technology and applications.  Any developed systems shall:  utilize DoD PKI digital certificates as an authenticating mechanism and utilize existing encryption methods (i.e., Secure Sockets Layer (SSL) or Transport Layer Security (TLS) for the protection of CUI data.

The Contractor shall address these requirements within the Program Protection Implementation Plan.  (CDRL A006, Program Protection Implementation Plan (PPIP))
4.4.3.6 Certification and Accreditation  

For IT systems to be delivered to the Government, the Contractor shall coordinate with the following agents: Program Manager (PM) and the IAM/IAO to:  Determine the IA requirements for Certification and Accreditation (C&A), or Platform Information Technology (PIT) determination and Risk Approval, as defined in (DoDD 8500.01E, DoDI 8500.2, DoDI 8520.2, DoDI 5000.02 DoDI 8580.1, SECNAVINST 5239.3B, OPNAVINST 5239.3A and OMB A-130, Appendix III.  The contractor will provide necessary documents as defined in the above policies for the purposes of certification and accreditation.  The Contractor will assist the Customer in obtaining required certification for IT systems.  This is to include Platform IT systems which may include all ground-based support systems.  The Contractor shall also employ all IA controls that are deemed appropriate by the agents listed above.  The Contractor shall demonstrate the intended IA design features of all systems, software and interfaces to assist the Customer in meeting the certification standards specified by the cognizant Government agency (DON Chief Information Officer (CIO), Naval Network Warfare Command (NETWARCOM), Space and Naval Warfare Systems Command (SPAWAR), PEO(T), and PMA-265).  The results of certification testing shall be submitted to the Government to support a recommendation to the Designated Approving Authority (DAA) for accreditation or PIT Designation.  The Contractor will provide the necessary documents and assist the customer in registering all new applications developed for all new systems with the proper Functional Area Manager (FAM).  The contractor will assist the customer with the Information Assurance Vulnerability Management (IAVM) requirements where applicable.  Compliance metrics for these requirements shall be reported via the PPIP CDRL if applicable.

For IT systems delivered to the Government, which receive, process, store, display, or transmit DoD information the Contractor shall provide all pertinent information to comply with Federal Information Security Management Act of 2002 (FISMA) and Information Technology Management Reform Act (Public Law 104-106, Division E Clinger-Cohen Act) requirements as requested by the Government.  IT systems shall be tested for IA requirements in accordance with the policies stated above.

For IT systems delivered to the Government, the contractor shall define its IA workforce levels requiring IA certification requirements as defined in DoDD 8570.01 and DoD 8570.01-M with approval by the Government.  Personnel in the IA workforce will be required to fulfill the certification requirements of DoDD 8570.01 and DoD 8570.01-M.  "All identified Information Assurance Work Force (IAWF) personnel identified by the contractor and approved by the government are required to be certified with criteria established in DoD 8570.01-M within 12 months of contract award."  The contractor shall not be required to enter the IA personnel certification in the personnel system referenced in DoDD 8570.01.  

For IT systems delivered to the Government, the Contractor shall be familiar with and apply the following IA, IT and Information Security (INFOSEC) standards where applicable: FISMA, Information Technology Management Reform Act (Public Law 104-106, Division E  Clinger-Cohen Act), National Security Telecommunications and Information Systems Security Instruction (Committee on National Security Systems Instruction (CNSSI)/National Security Telecommunications and Information Systems Security Instruction (NSTISSI) No. 1000, No. 7000 and No. 7001; Federal Information Processing Standard (FIPS) 140-2; DoDD 5000.01; DoDD 8500.01E; DoDI 8500.2; DoDI 8520.2; DoDI 8510.01 (DIACAP); DoD CIO Memo; SECNAVINST 5239.3A; OPNAVINST 5239.3A; NAVAIRINST 5239.2; MIL-STD-461F; MIL-STD-464; CJCSM 6510.01A; and CJCSI 6510.01E.  

The Contactor shall address these requirements within the Program Protection Implementation Plan. (CDRL A006, Program Protection Implementation Plan (PPIP))
4.4.3.7 Classified Systems
All classified information to be transmitted via electronic media shall use a cryptographic system authorized by the Director, National Security Agency in accordance with OPNAVINST 5510.1 Department of the Navy Information and Personnel Security Program Regulation.

The Contractor shall address these requirements within the Program Protection Implementation Plan. (CDRL A006, Program Protection Implementation Plan (PPIP))
4.4.3.8 Classified Spillages

All classified spillages either initiated or received by the Contractor containing PMA265 data will be reported to the Program IAM and the PSM within 24 hours of the incident.  The Contractor shall provide procedures for identifying, compromises and Spillages (Preliminary Inquiry / Initial / Final / Individual Culpability Report) including notification of DSS and DCMA per DoD 5220.22-M, SECNAVINST 5510.36A and SECNAV M-5510.36.  

The Contractor shall address these requirements within the Program Protection Implementation Plan. 

(CDRL A006, Program Protection Implementation Plan (PPIP))
5.0
CONFIGURATION AND DATA MANAGEMENT
5.1 Configuration Management

The contractor shall establish a system, as described in ANSI/EIA-649, ISO 10007 and MIL-HDBK-61 that ensures product identification, documents and verifies the functional and physical characteristics of an item, controls changes to an item and its documentation and provides design interface management. The Government will periodically assess the acceptability of the configuration management effort through plant visits to audit the configuration and data management program.  (CDRL A007, Contractor’s Configuration Management Plan; CDRL A008, Configuration Audit Summary Report)
5.1.1 Engineering Change Proposals (ECPs) 
The contractor shall submit ECPs for changes to Configuration Items that impact Government-approved configuration documentation.  ECPs are classified as either Class I or Class II; MIL-HDBK-61 provides classification guidance.  ECPs, if approved by the Government, will be implemented with a contract modification.  Normally, the contractor shall submit a Class I ECP for the BRU-32B/A as a solicited ECP.  Unsolicited Class I ECPs are discouraged; however, at the discretion of the PCO, a preliminary unsolicited ECP may be submitted.  Circumstances that may justify an unsolicited ECP include: safety; compatibility; correction of defects; security; technology improvements; or product improvement to reduce life cycle costs.  (CDRL A009, Engineering Change Proposal (ECP))

5.1.2 Requests for Deviation (RFDs)   

The contractor shall prepare RFDs according to the definitions found in MIL-HDBK-61. The contractor shall preliminarily classify each RFD as Minor, Major, or Critical corresponding to the classification characteristics identified in MIL-HDBK-61, paragraph 6.3.1.a.  The contractor shall ensure that all units impacted by an RFD are identified by serial number, lot number, or similar identifier that allows identification of affected units.  The Defense Contract Management Agency (DCMA) Quality Assurance Representative (QAR) shall review all RFDs for proper classification prior to submission to the PCO.  Minor RFDs applicable to items other than Critical Safety Items (CSIs) or Critical Application Items (CAIs) may be approved (or disapproved) by the QAR, but the PCO shall be notified when a deviation is granted.  (See paragraph 6.1 and NAVAIRINST 4200.25 for requirements for CSIs/CAIs.)  (CDRL A00A, Request for Deviation (RFD))

5.1.3 Notices of Revision (NORs) 

The contractor shall prepare a NOR that describes the proposed changes to a technical document being requested by an ECP.  After ECP approval, the NOR is forwarded to the custodian of each specification, drawing, associated list, or other applicable document so they can make the required documentation changes.  (CDRL A00B, Notice of Revision (NOR))

6.0
TEST
The contractor shall verify correct operation of the BRU-32B/A by a combination of inspections and tests.  The contractor shall conduct BRU-32B/A inspections and tests in accordance with Section 4 of the Specification for the BRU-32/A Aircraft Bomb Ejector Rack, MIL-R-85895 and the Technical Data Package (TDP) for the BRU-32B/A as listed on ADL 30003 1534AS7000 Rev: B.  The contractor shall conduct the manufacturing verification processes as described in the following sections.  The contractor shall conduct component tests, functional tests, Environmental Stress Screening (ESS), and acceptance test procedures as part of its manufacturing verification process test program.

6.1 Critical Safety/Critical Application Items (CSIs/CAIs)

Components and assemblies are designated Critical Application Items (CAIs) and Critical Safety Items (CSIs) based on the implications of their failure, as defined by NAVAIR 4200.25.  The term CAI is used to describe items and equipment that have serious safety implications, can impact system performance or mission capability, can significantly reduce fleet readiness or increase maintenance actions, or can cause severe environmental damage. The term CSI is used to describe a subset of CAIs that, if they failed, have the potential for catastrophic or Critical consequences to personnel or equipment. Drawing 3972AS150 addresses the quality requirements for inspection and quality records for the production of the BRU-32B/A Bomb Racks.  Contractors qualified in accordance with paragraph 6(b) of NAVAIRINST 4200.25 to produce CSI/CAI components of the BRU-32B/A are not required to conduct component first article testing for those items.

In addition to the hook testing defined in the next paragraph, the contractor shall conduct component-level Lot Acceptance Testing (LAT) on the following items: 

	Part Number
	Description

	1534AS462
	Arming Unit

	1534AS1394
	IFOBRL  (See Note below)

	1534AS401
	Override

	1534AS251
	Filter Assembly

	1534AS260
	Harness Assy, Electric Fuzing


Note:  For In-Flight-Operable Bomb Rack Lock (IFOBRL) LAT, the contractor is not required to perform Electromagnetic Compatibility Test (MIL-A-85046, paragraph 4.6.5) or Fungus Test (MIL-A-85046, paragraph 4.6.8.7).

The contractor shall use Government-approved facilities to conduct these tests and shall make the test results available for government review upon request.  Component test procedures shall be developed by the contractor and shall be provided to the Government for review.   (CDRL A00C, Test Procedure)
6.2 Hook Testing

The 14- and 30-inch Hook First Article Tests (FATs) and Quality Conformance Inspections (QCIs) shall be performed in accordance with the FAT and LAT requirements of MIL-H-85042 and shall meet all drawing requirements of 1534AS7205 and 1534AS485, respectively.  The contractor shall deliver the selected required samples to the Government- designated testing facility, Dayton T. Brown, 1175 Church Street, Bohemia, NY 11716.  Documentation accompanying the production samples shall contain the contract number, item number, serial number and lot number.  The Government will pay the Government-designated testing facility directly for these tests.  All transportation charges shall be borne by the contractor.  The sample hooks shall be furnished by the contractor in addition to the contract end-item quantities specified in the contract schedule.  Within twenty (20) calendar days after receipt of first article hooks at the testing laboratory, the Government shall notify the contractor as to approval or disapproval of hooks.  All production samples become the property of the Government and will not be returned to the contractor.

Exception:  Samples not consumed or destroyed, but which have failed the test, may be returned at the contractor’s expense.

The purposes of FAT and QCI are to validate production facilities processes, establish the preload levels to be applied to each bomb hook delivered and to confirm the bomb hook can withstand the environment in which the bomb rack will be carried and operated. 
The contractor shall present bomb rack hook lots (14-inch and 30-inch) to the Government QAR for lot sampling.  The QAR shall select (3) hooks from each lot of 100 or fewer hooks produced.  The contractor shall send the sample hooks to the Government testing facility for sample testing in accordance with MIL-H-85042, Type III for 1534AS7205 bomb rack hooks and Type V for 1534AS485 bomb rack hooks. Failure to pass any one of the tests shall be cause for rejection of the lot. 

Hooks installed in production units shall be from the same heat lot from which first article hooks are drawn and shall have first article and production sample test approvals in accordance with MIL-H-85042. 

First Article Hooks are not required if certifications can be provided that production hooks will be fabricated from a heat lot represented by a previously approved first article sample.  Whenever a new heat lot will be used, a new first article submission will be required.  Twenty-five each P/N 1534AS7205 14-inch hooks shall be tested to the requirements of MIL-H-85042, Type III.  Twenty-five (25) each P/N 1534AS485 30-inch hooks shall be tested to the requirements of MIL-H-85042, Type V.
All 14-inch hooks, P/N 1534AS7205, shall be pre-stressed to the loads determined during the first article hook testing at the Government-designated testing laboratory.  (Note:  Dimensional inspections shall be completed prior to pre-stressing.)  Magnetic particle inspection is required after the hooks have been pre-stressed.  Pre-stressing is not required for the 30-inch hooks.
Increased costs of testing due to contractor deviation from prescribed lot sizes shall be borne by the contractor. 

Approval of a production lot sample shall not relieve the contractor from compliance with all requirements of the drawings, specifications and the contract.

The failure of a production lot sample to pass Government inspection and tests shall cause tentative rejection of all units represented by the production sample; however production samples shall be resubmitted for re-inspection and retests, as indicated below.  In accordance with the provisions of FAR 52.246-2, Inspection of Supplies – Fixed Price, the Government shall require the contractor to pay the cost of re-testing.

First Retest – Production units rejected as a result of failure of production sample tests shall be reworked by the contractor in accordance with an approved corrective action rework plan to correct all defects reported by the test activity.  Additional production samples in the quantity originally required shall be selected at random by the QAR from the reworked production quantity.  These production samples shall be submitted for retest under the terms as specified for the original samples.  Should a failure occur during retest, the entire production quantity represented thereby shall be rejected.

Second Retest – Production quantity rejected as a result of failure of production sample first retest shall be reworked by the contractor and submitted for second retest under the same procedures and terms as specified for first retest except that twice the number of production samples as originally required shall be selected and submitted.  The contractor shall bear the cost of the additional production samples.  A failure under the second retest shall cause the entire represented quantity to be replaced unless otherwise agreed to by the parties.

6.3 Environmental Stress Screening (ESS)

ESS testing provides for a uniform screening to be utilized for effectively disclosing manufacturing defects in electronic equipment.  Environmental Stress Screening (ESS) shall be conducted on all BRU-32B/A Low Pass Electromagnetic Interference Filter Assemblies, P/N 1534AS251, during production.  ESS testing shall include vibration and temperature cycling.  The ESS test procedures shall be developed using MIL-HDBK-2164 as a guide.  The ESS test plan shall describe and define the requirements for ESS of electronic equipment including environmental test conditions, durations of exposure, procedures, equipment operation, actions taken upon detection of defects and test documentation required.  The ESS test plan shall be developed by the contractor and shall be made available to the Government for review.  However, a previously approved ESS test procedure need not be resubmitted; instead, a certification of currency and accuracy is required.  Approval is required prior to the start or change of production testing.  Only those items that have successfully completed the ESS test shall be delivered to the procuring activity.  (CDRL A00D, Test Plan (Environmental Stress Screening))

6.4 Individual Quality Conformance Inspection and Test
The contractor shall prepare and submit an Individual Quality Conformance Inspection and Test Plan for Government approval.  Final acceptance tests consist of a series of physical, electrical and functional tests in accordance with the Specification, MIL-R-85895, Table II, Group 1 and the Technical Data Package culminating in drawing 1534AS7000.  (See drawing 1534AS104 for acceptance test requirements.)  Each BRU-32B/A shall pass Common Rack and Launcher Test Set (CRALTS) testing in accordance with NAVAIR 11-75A-26, WP 006 00 prior to delivery to the Government.  Individual Quality Conformance Inspection or acceptance testing verifies functionality and ensures each BRU-32B/A has been properly assembled and is Fleet operational.  (CDRL A00E, Acceptance Test Plan (ATP))

Individual Quality Conformance Inspection shall be performed on all BRU-32B/A racks produced to demonstrate conformance to specification requirements, provide quality control assurances against workmanship or material deficiencies and provide evidence of manufacturing process stability. Additionally, each bomb hook shall be subjected to the Quality conformance inspections listed in MIL-H-85042.  All failures during Individual Quality Conformance Inspection shall be analyzed, and a failure analysis shall be conducted by the contractor in accordance with paragraph 6.11.  The contractor shall develop and implement corrective actions for all failures experienced during Individual Quality Conformance Inspection.  Corrective Actions shall be reviewed and approved by the Government prior to BRU-32B/A acceptance.  (CDRL A00F, Test/Inspection Report (Acceptance Test Report); CDRL A00G, Failure Analysis and Corrective Action Report)

6.5 First Article Test (FAT)

The BRU-32B/A FAT will be conducted in accordance with the requirements of paragraph 4.3 of MIL-R-85895 and include the additional static load test defined in paragraph 6.5.1.  Two (2) First Article BRU-32B/A racks shall be delivered to the Government-designated testing facility, Dayton T. Brown, 1175 Church Street, Bohemia, NY 11716.  The Government will pay the Government-designated testing facility directly for these tests.  All transportation charges shall be borne by the contractor.  The two First Article racks shall be furnished by the contractor in addition to the contract end item quantities specified in the contract schedule.  The First Article Bomb Racks become the property of the Government and will not be returned to the contractor.
The FAT will be comprised of an extensive series of functional checks that will verify all functional characteristics of the BRU-32B/A and a series of operational checks that will verify compliance with the requirements of the BRU-32/A Specification, MIL-R-85895 and the requirements of the BRU-32B/A drawings as listed in ADL 30003 1534AS7000 Rev: B.  The purposes of FAT are to validate production facilities and processes and to confirm the BRU-32B/A can withstand the environment in which the rack will be used.  The FAT will include the functional and environmental tests listed in MIL-R-85895, Table I.  
All failures during FAT shall be analyzed, and a failure analysis shall be conducted by the contractor in accordance with paragraph 6.11.  The contractor shall develop and implement corrective actions for all failures experienced during FAT.  Corrective actions shall be reviewed and approved by the Government prior to acceptance.  (CDRL A00G, Failure Analysis and Corrective Action Report)

Contractors qualified in accordance with paragraph 6(b) of NAVAIRINST 4200.25 to produce the BRU-32A/A, P/N 1534AS5000, or BRU-32B/A, P/N 1534AS7000, are not required to provide First Article Bomb Racks.

6.5.1
Additional Static Load Test Requirement
For testing of BRU-32B/A, P/N 1534AS7000, the following load case shall be applied in addition to the loads defined in Table V of MIL-R-85895, Amendment 1:

	Store
	D

	Lug Center
	30 in.

	Longitudinal Dimension Aft of Fwd Lug
	14.0

	Vertical Dimension From Top of Store
	16.4

	Condition
	4

	Store
	D

	Pz Vertical
	-29,134

	Py Side
	1,400

	Px Longitudinal
	-534

	Mzz Yaw Moment

	667

	Myy Pitch Moment

	-346,000


	Mxx Roll Moment
	2,267


6.6
Quality Conformance Inspection (QCI)
The term QCI as identified and used in this SOW may also be referred to as Lot Acceptance Testing (LAT).  QCIs will be conducted in accordance with the requirements of paragraph 4.3 of MIL-R-85895.  In accordance with the sample sizes prescribed in Table III of MIL-R-85895, for every lot of one hundred (100) or fewer deliverable BRU-32B/A racks, the QAR will select two (2) production samples.  The contractor shall deliver the selected items to the Government-designated testing facility, Dayton T. Brown, 1175 Church Street, Bohemia, NY 11716.  Documentation accompanying the production samples shall contain the contract number, item number, serial number and lot number.  The Government will pay the Government-designated testing facility directly for these tests.  All transportation charges shall be borne by the contractor.  The sample racks shall be furnished by the contractor in addition to the contract end item quantities specified in the contract schedule.  All production samples become the property of the Government and will not be returned to the contractor.

Testing of samples will be performed in accordance with MIL-R-85895.  The samples shall be subjected to the tests listed in Table II, Group 1 and Group 2.  Group 1 tests shall be conducted prior to Group 2 tests.  The Government reserves the right to deviate from the order of testing called out in MIL-R-85895.

Increased costs of testing due to contractor deviation from prescribed lot sizes shall be borne by the contractor.

The purpose of QCI is to demonstrate the acceptability of each delivered BRU-32B/A lot.  QCI will demonstrate conformance to specification requirements, will provide quality control assurances against workmanship or material deficiencies, and will provide evidence of manufacturing process stability.  QCI will consist of physical, electrical and environmental examination/analysis/demonstration/ test performed on lot samples in accordance with the requirements of MIL-R-85895 and the requirements of the technical data package listed in ADL 30003 1534AS7000 Rev: B, as applicable.  The QCI shall include the functional and environmental tests listed in MIL-A-85895, Table II (including the additional static load test defined in paragraph 6.5.1), except the following tests are not required:

· Electromagnetic Compatibility (Test Para 4.6.5.3)

· Sand (Test Para 4.6.5.8)

All failures during QCI shall be analyzed, and a failure analysis shall be conducted by the contractor in accordance with paragraph 6.11.  The contractor shall develop and implement corrective actions for all failures experienced during QCI.  Corrective actions shall be reviewed and approved by the Government prior to QCI acceptance.  (CDRL A00G, Failure Analysis and Corrective Action Report)

Prior to presentation to the Government representative for production sample selection or final acceptance, all racks shall be subjected to acceptance tests by the contractor in accordance with NAVAIR drawing 1534AS104, except for the modifications described in this SOW.  (CDRL A00E, Acceptance Test Plan (ATP)) 

In the event of the failure of a production sample to pass Government inspection or tests, the contractor shall examine all bomb racks in production and previously produced, delivered and accepted under the contract since the submission of the last lot of bomb racks for which tests results were approved by the QAR and correct the deficiencies having resulted in the test failures.  Production samples shall be resubmitted for re-inspection and retest as indicated below.  In accordance with the provisions of FAR-52.246-2, Inspection of Supplies – Fixed Price, the Government shall require the contractor to pay the cost of re-testing.

First retest – The production quantity affected as a result of production sample tests shall be reworked by the contractor to correct all defects reported by the test activity and, after approval of first retest samples, shall be reworked in accordance with an approved corrective action rework plan. Samples of reworked production units in the quantity originally required shall be submitted for retest under the terms as specified for the original samples.  At the option of the Government, rejected production samples that are considered repairable may be returned to the contractor for rework.  Should failure occur during retest, a second retest shall be required.

Second retest – Production quantities affected as a result of production sample first retest shall be reworked by the contractor and submitted for second retest under the same terms as specified for the first retest, except that twice the number of production samples as originally required shall be selected and submitted.  The contractor shall bear the cost of the additional production samples.  A failure under the second retest shall cause the entire represented quantity to be replaced, unless otherwise agreed to by the parties.

BRU-32B/A production quantities shall be shipped to the Government in accordance with the schedule in Section F.  Production lot samples must be inspected and found acceptable prior to shipment from the contractor’s facility.  Non-conformity does not negate the contractor’s responsibility to meet delivery schedules.

6.6.1
Alternative Test Procedure for Simulating Auxiliary Breech Firing Tests

The contractor shall develop a functional alternative test procedure to the requirement of drawing 1534AS104, paragraph 4.3.2, for auxiliary breech firing tests.  The alternative procedure shall replace test firings with an electrical circuit checkout simulating firings using a 3 amp fuse.  The contractor shall obtain approval of this procedure from the DCMA Quality Assurance (QA) engineer.  The contractor shall implement a revised acceptance test procedure (including schematics and equipment) which omits the test firing of the auxiliary breech and specifies the alternative procedure. 

6.6.2
Alternative Test Requirement to Reduce Test Firings of Main Breeches

The contractor shall reduce the test firings required by drawing 1534AS104, paragraphs 4.3.1 and 4.3.3, for main breeches from each unit to one unit out of ten after having fully tested and accepted ten BRU-32B/A racks, P/N 1534AS7000.  Units for testing under this alternative shall be randomly selected by the cognizant QAR.  

6.7 
Sampling
ANSI/ASQ Z1.4 may, at the option of the Government, be used in determining whether supplies delivered hereunder meet the applicable specifications.  Unless otherwise provided in this contract or applicable specification, the particular Acceptable Quality Level shall be 1.0 percent of all categories of defects.

6.8  
Magnetic Particle and Penetrant Inspection Requirements

Whenever magnetic inspection is required on a drawing, the contractor shall follow the requirements of MIL-STD-1907 for soundness requirements, using Grade A unless otherwise specified by drawing.

6.9   
Soldering
Procedures and requirements for preparation and soldering of electrical connections shall be in accordance with IPC/J-STD-001.  

6.10 Workmanship

Workmanship shall be in accordance with MIL-HDBK-454, Guideline 9.

6.11 Failure Recording and Corrective Action System (FRACAS)

The contractor shall develop and maintain a closed loop corrective action system to detect, identify, report, investigate, analyze and correct failures.  The contractor shall ensure that the FRACAS investigation adequately assesses cause, mechanism and potential effects of the failures and serves as a basis for decisions regarding the most efficient remedial, corrective and preventative actions.

The contractor shall maintain a FRACAS database throughout the life of the contract.  Implementation will consist of data collection at all levels of testing as well as analysis of malfunction trends to determine the following:

· Malfunction trends or patterns

· Most probable malfunction root-cause

· Disposition and recommendations regarding corrective action

FRACAS activity reports for failures experienced during acceptance, FAT and QCI testing shall be submitted to the Government for information only except for proposed corrective actions, which require government approval.  FRACAS activity reports for failures experienced during in-process production testing including ESS are not required to be submitted to the Government.  FRACAS entries required to be reported to the Government shall be listed in the monthly report.  (CDRL A00G, Failure Analysis and Corrective Action Report)
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