DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING
CONTRACT SECURITY CLASSIFICATION SPECIFICATION

a. FACILITY CLEARANCE REQUIRED

SECRET
(The requirements of the DoD National Industrial Security Program Operating Manual b. LEVEL OF SAFEGUARDING REQUIRED
apply to all security aspects of this effort.) NONE
2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable)
a. PRIME CONTRACT NUMBER a. ORIGINAL (Complete date In all cases) DATE (YYYYMMDD)
X 20040210
b. SUBCONTRACT NUMBER Fﬂﬁvm’grsa;du Revision Number DATE (YYYYMMDD)
¢. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMOD) ¢. FINAL (Complete item 5 In all cases) DATE (YYYYMMDD)
X N00421-04-R-0043
4. IS THIS A FOLLOW-ON CONTRACT? | YES l X l NO.  If YES, complete the following:
Classlfied materlal received or generated under {preceding contract number) is transferred to this follow-on contract.
5, IS THIS A FINAL DD FORM 2547 L | YES | X I NO.  Hf YES, complete the following:
In response to the contractor's request dated retention of the identified classified material is authorized for the period of
6. CONTRACTOR (Include Commercial and Govemment Entity (CAGE) Code)
a. NAME, ADDRESS, AND ZIP CODE b. CAGECODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
FOR BIDDING PURPOQOSES ONLY - NOT VALID N/A N/A
FOR ACTUAL CONTRACT
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP CODE b. CAGECODE { c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
N/A N/A
N/A
8. ACTUAL PERFORMANCE
a. LOCATION b. CAGECODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zlp Code)
N/A N/A N/A

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Contract is for the design, development, integration, test, evaluation, installation, maintenance, configuration
management and logistic support of various computer systems and equipment attached to the Air Traffic Control
Systems Division (Link 11). FACTS, FACSKED, ACLS AND USMCATC SOFTWARE AND OPERATIONS SERVICES

COR: MICHELLE PASSFELD, CODE 4.5.8.3, (301) 862-8201 ACOR: LARRY WHITES, CODE 4.5.8.3, (301) 862-8612

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES NO | 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES NO
3. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X | & HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER X
CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY
b. RESTRICTED DATA X | b RECEIVE CLASSIFIED DOCUMENTS ONLY X
. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | ¢ RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X | o FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
e. INTELLIGENCE INFORMATION: e. PERFORM SERVICES ONLY X
(1) SENSITIVE COMPARTMENT INFORMATION (SCI) X | A S GLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO X
2) NONSGI X | 9 BEAUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL X
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
1. SPECIAL ACCESS INFORMATION X | h. REQUIRE A COMSEC ACCOUNT X
g NATO INFORMATION X L. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X | |- HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
I.” LIMITED DISSEMINATION INFORMATION X |  BEAUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
j.FOR OFFICIAL USE ONLY INFORMATION X I, OTHER (Specity).
k. OTHER (Speciy)
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A : OTMatio Ty d) periaining 8 contract shail not De rejeased for public dissemination except a provided
-oved for public release by appropriate U.! authority. Proposed public releases shall be submitted for approval pri
Direct E Through (Specify):

COMMANDING OFFICER, NAWCAD/NAS PAO 301-342-7710
UNIT NASAD, BLDG 409

22268 CEDAR POINT ROAD

PATUXENT RIVER, MARYLAND 20670-1154

to the Directorate for Freedom of information and Secu
*In the case of non-DoD User Agencies,

UIDAN

Review, Office of the Assistant Security of Defense (Public Atfairs)* for review.
quests for di reshallbesubmlmdhai.
lagsi id led i ihied entil i i

5 1 . g sec! [cation quidance needed 10 8 clas ad efto . I any dittl g appiy! i ance or i othe
contributing factor indicates a need for cha In mlsgguldanee, the contractor Is authorized and encour to 'provldeyreeommnded changes; to chal Im'!qatlhe gl chsslﬂm!on
ned to any information or material furn or generated under this contract; and to submit any q s for interpretation of this gul to the idéntified below. Pending final
jon, the information Involved shall be handled afid protected at the highest level of classification asslgned or recommended. (Fill In ate for the classified effort. Attach, or
forward under separate correspondence, any documents/guides/extracts referenced herein. Add add) il pages as needed to provide com guldance.)

for [dentitied below. T

lered
J

Technical Direction Letters (TDLs) will be issued with this contract.

10g. There is no valid requirement for access to NATO for performance on this contract, however in order to facilitate
future potential access to NATO classified information, all DoD military, civilian and contractor personnel who are
briefed on their responsibilities for protecting U.S. classified military information shall be briefed on the requirements for
protecting NATO information, per Deputy Under Secretary of Defense (Policy Security) memo of 5 Dec 01. A final U.S.
Government clearance, at the appropriate level, is required for access to NATO information. Written approval of the
Contracting Officer is required prior to subcontracting.

10j - For Official Use Only Information generated and/or provided under this contract shall be safeguarded and marked
as specified in DOD 5400.7-R, Chapter 4, attached.

11a — Contractor will have access to classified information only at Government installations. Classified guidance will be
provided to the contractor on-site and at each site being visited. Contractor will be producing unclassified technical
documents only. The majority of contract performance will be at Webster Field in Bidg. 8270. Occasional travel to other
installations will be required.

Contractor shall place the following distribution statement on all classified and unclassified technical documents at the
bottom of the page, on the front cover or first page if no cover page is used, centered, in the same size print as the
majority of the print on the rest of the page. Distribution Statement B: Distribution authorized to U.S. Government
agencies only; Operational Use, 2 February 2004. Other requests for this document shall be referred to Commander,
Naval Air Warfare Center Aircraft Division, Attn: Michelle Passfeld, Villa Road, St. Inigoes MD 20684.

ADP: The contractor shall comply with the requirements of the Information Systems Security Programs as described in

NAVAIRWARCENACDIVINST 5239.1. All systems, reqardless of the level of data processed, will be accredited in
accordance with the above instructions.

11j. While performing aboard NAVAIR sites, the contractor shall comply with the provisions of NAWCADINST 3432.1A; at
all other sites the contractor shall comply with the local command and/or program OPSEC plan.
2 N YR REHMEN Hoo v [N PO aments i v [dentH

. ADD A UH QU . Hequl { ddition 1o NiS uire are established Tor this contra o
the pertinent contractual clauses in the contract document itself orprovidsanavroprﬂ"ﬁestmnwhloh Identifies the additional requl%ments. X YES NO
Provide a copy of the requirements to the cognizant securnyofffoe. Use item 13 1f additional space is needed.)
SEE BLOCK 13
. INOP JONS. Elements of This contract are outside the Tnspection responsibility of the nizant security office. (it Y D d identil
specific areas or elements carved out and the activity responsible for inspectors. Usellem1§%gaddmonalspaeels I I YES I XJ NO

NONE

. [CATION AND SIGNATURE. Security requireme lated hereln are complete eleased or generated under
classified effort. All questions shall be referred to the official named below.
a. TYPED NAME OF CERTIFYING OFFICIAL | b. TITLE ¢. TELEPHONE (Include Area Code)
CRYSTAL L. LORD CONTRACTING OFFICER’S SECURITY REPRESENTATIVE (COSR) 301-342-1778
d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION
COMMANDER X | a. CONTRACTOR

. SUBCONTRACTOR
. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

ATTN: 7.4.1, B111 R 216, 22755 SAUFLEY ROAD
NAVAL AIR WARFARE CENTER AIRCRAFT DIVISION X
PATUXENT RIVER, MD 20670-1161 . U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
e. SIGNATURE . ADMINISTRATIVE CONTRACTING OFFICER

o NSNS 3 ‘01 04 X |+ omersasnecessary COR, COSR
QJ\W A ,)W& Qf\d / I 4.5 SECURITY
N

~|lojajo|o
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