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gathering and maintaining the data needed, and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704 0188), Washington, DC 20503.

	1.  TITLE
	2.  IDENTIFICATION NUMBER

	OPERATIONS SECURITY (OPSEC) PLAN
	DI-MGMT-80934

	3.  DESCRIPTION / PURPOSE

	3.1 The OPSEC Plan describes the methods to: (1) identify OPSEC security responsibilities and requirements, (2) Define overall OPSEC security standard practice procedures, (3) Identify potential problem areas and determine solutions, and (4) Develop OPSEC security awareness inputs into the overall system security process.

3.2  The Plan is utilized to identify and monitor a contractor’s OPSEC activities during performance of the contract.
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	7.  APPLICATION / INTERRELATIONSHIP

	7.1 This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by the specific and discrete task requirement as delineated in the contract.

7.2 The DID is applicable only when the contracting activity determines that the sensitivity of the contract warrants the effort.

7.3 The initial submission may be broad in scope; however, the level of detail increases as the work progresses to the point that any security-related question will be addressed in the Plan.

7.4  The contractor’s implementation of the OPSEC Plan, approved by the contracting agency, is also subject to joint inspection by the Defense Security Service and the contracting agency.

	8.  APPROVAL LIMITATION
	9a.  APPLICABLE FORMS
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	10.  PREPARATION INSTRUCTIONS

	      10.1  REFERENCE DOCUMENTS:  The applicable issue of the document cited herein, including their approval dates and dates of any         applicable amendments, notices and revisions shall be as specified in the contract.

10.2  FORMAT:  The OPSEC Plan format shall be contractor selected.  Unless effective presentation would be degraded the initially used format arrangement shall be used for all subsequent submissions.

10.3  CONTENT:  The OPSEC Plan shall include the results of the five-step OPSEC analysis described therein including those applicable to the specific contract.

10.3.1  GENERAL:  The OPSEC Plan shall contain details of the OPSEC management concept to include contract identification, assignment of responsibilities, definition of milestones with target dates, provisions for continuous analysis, and periodic revision as the contract activities evolve and become more specific and detailed.

10.3.2  THREAT:  The OPSEC Plan shall contain the threat provided by the contracting activity applicable to the specific contract activites.

10.3.3  SENSITIVE ASPECTS OF THE CONTRACT:  The OPSEC Plan shall contain an overview of all activities, operations, tests, etc. to be undertaken in the performance of the contract; identify those in which classified information will manifest itself; identify the topics of the classification guide that specify the information is classified; determine how, where, and when the classified information is embodied in the hardware, software, or operations; determine what type access (visual, physical, possession, etc.) permits knowledge of the classified information, what, tools/equipment/capability are required, and the specific national defense advantage provided by the information if it is protected.  Based on the above analysis, an Essential Elements of Friendly Information (EEFI) List shall be prepared.  This list is to include all the information considered “essential” to the success of the effort, all the information that must be protected to preserve the military advantage potentially provided by the effort.  Additionally, the list shall include all the activities, operations, tests, etc. that could reveal the “essential” information to foreign intellegence services (FIS).

10.3.4  VULNERABILITIES:  The OPSEC Plan shall contain vulnerabilities derived by comparing threat to sensitive activities to determine which sensitive activities can be observed by FIS.  “Observe” is defined to include all physical and chemical properties that can be noted and recorded by any type of sensor to include TEMPEST concerns.  The instructions in the industrial OPSEC Guide shall be followed to identify potential TEMPEST vulnerabilities.

10.3.5  COUNTERMEASURES:  The OPSEC Plan shall include the protective measure deemed appropriate for each vulnerability.
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1.	Start Word; Select 'File New'; Create a New Document using the 'DD1664' Template.


2.	Press the [F11] key until the cursor is positioned in the "TITLE" block.


3.	Fill in the block with data, then press [F11] to move to the next block.


4.	Complete the form.  Use [F11] to move forward through the blocks and [Shift][F11] to move backwards.  You can skip to a non-adjacent block by using the Arrow Keys, [Page Up], [Page Down] or Clicking the Insertion Bar. 


5.	To update the number of pages, put the cursor on the number that precedes 'PAGES' at the bottom of each page and press the [F9] key.


6.	When the form is completely filled out, be sure to delete any trailing blank pages. Then select 'File/Save As' to give the new document a name.


7.	To create an automatic header for Pages 2 and greater, move the cursor to Page 2 and select 'Header/Footer' from the View Menu. Click on 'Header' and 'OK'. Type the header then move the cursor out of the header area. The header you typed will appear on each page numbered 2 or higher.


8.	To print the document on both sides of a page, choose 'Print' from the File Menu. Click on 'Setup', 'Setup' again and 'Options'. In the 'Options' Dialog Box, you'll see a 'Duplex Printing' block. click on 'Long Edge'. Click on 'OK' until you're back at the 'Print' Dialog Box. Print the document. Be sure to turn off the Duplex Printing option before you attempt to print anything single-sided.








